Protokoll nr 43/2023

Fort vid styrelsesammantrade i Malmo, med styrelsen for Boplats Syd AB,
org.nr 556462-1083, den 25 januari, kl. 9-11.

Narvarande:

Styrelseledamoter: Sven-Erik Rasmusson (Ordférande)
Niclas Rohr (Vice ordférande)
Berit Landelius (ledamot)
Stefan Claesson (ledamot)
Joseph Prai (ledamot)
Martin Molin (suppleant)
Lotta Bjork (suppleant)
José Gasalho (suppleant)

Ovriga: Krister Hjelm, VD Boplats Syd AB
Frans Stoops, Administrativ chef Boplats Syd
Christina Olofsson, Redovisningskonsult Conisco
Viktor Johansson Bytyqi, marknadsanalytiker Boplats Syd (punkt4)

8 1 Motets 6ppnande

Motet 6ppnades av ordférande

§ 2 Godkénnande av dagordning

Den utskickade dagordningen godkandes

8 3 Protokollféring och protokolljustering

Styrelsen utsag Frans Stoops att fora dagens protokoll, samt Niclas Rohr att jamte ordféranden justera
protokollet.

8 4 VD har ordet

Krister Hjelm presenterar nuldget och har bjudit in Viktor Johansson Bytyqi som ar bolagets
marknadsanalytiker. Viktor visar delar av arsstatistiken 2022.
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Krister Hjelm visar upp bilder fran den pagaende varumarkeskampanjen samt géar igenom mediaplanen
for kampanjen som pagar mellan vecka 4 och 12.

Krister Hjelm gar igenom resultatet av den medarbetarundersokning som gjordes i december. Bolaget
har ett NMI (ndjdmedarbetarindex) pa 86%

Krister Hjelm gar igenom bolagets olika mal i verksamhetsplanen 20212024, indikatorerna for att
bidra till kommunfullméktiges mal samt de gemensamma malen i samarbetet med
formedlingstjansten. Bolagsmalen skrevs 2021 och mycket har hant i omvérlden sedan dess vilket gor
att malen behdéver omarbetas till nuvarande omvérldssituation.

Styrelsen tackade fOr presentationerna.

Styrelsen beslutade
-att ge VD i uppdrag att till styrelsemoétet i februari se 6ver indikatorerna kopplade till
fullmaktigemalen samt att under aret ta fram en ny verksamhetsplan med uppdaterade konkreta mal.

§ 5 Ekonomi
Christina Olofsson gick igenom arsbokslut for 2022,

Inbetalning av kodavgifter under december uppgick till 2 626 tkr, vilket &r 58 tkr hogre &n prognos.
Periodiserade koavgifter 2022 uppgar till 30,1 Mkr, vilket ar ca 372 tkr ver prognosen.
Kostnaderna ar ca 460 tkr l&gre an prognos 2. Positiv avvikelse avseende rantenetto p g a ranteintakt
pa koncernkonto.

Resultatet fore bokslutsdispositioner uppgar till 2 578 tkr, vilket ar 836 tkr hogre an Prognos 2.
Avsittning for dveravskrivningar har gjorts med 2 535 tkr, vilket gor att resultat fore skatt uppgar till
+43 424 kr. P g a att det finns ej avdragsgilla poster uppgar skatten till -42 374 kr och resultat efter
skatt hamnar pa 1 050 kr.

Styrelsen tackade for informationen

8 6 Beslut om Bolagsbudget avseende verksamhet och ekonomi

Krister Hjelm och Christina Olofsson gick igenom verksamhets- och ekonomidelarna i Bolagsbudget
2023. Indikatorerna kopplade till fullméktigemalen beslutas om pa nésta styrelseméte.

Styrelsen beslutade
-att godkanna Bolagsbudget avseende verksamhet och ekonomi (bilaga 1)

8 7 Uppfoljning av intern kontroll 2022

Krister Hjelm och Frans Stoops gick igenom samt Internkontrollrapport for december samt Intern
kontroll 2022.

Styrelsen beslutade
-att godkanna Internkontrollrapport for december 2022. (bilaga 2)
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- att i “Uppf6ljning av intern kontroll” pa sid 15 &ndra text till ” Boplats Syd ser darfor ett tydligt
behov av att forstaelsen for forsorjningsstod, bostadsbidrag och barnbidrag okar sa att fler
fastighetsdgare accepterar detta som inkomst”.

-att efter dndring i texten om barnréatt godkénna Uppfoljning av intern kontroll 2022. (bilaga 3)

8 8 Information om Riskmatris 2023 och beslut om Riskanalys 2023
Krister Hjelm och Frans Stoops gick igenom Riskmatris 2023 samt Riskanalys 2023.

Styrelsen beslutade
-att 1agga Riskmatris 2023 till handlingarna (bilaga 4)

-att godkéanna Riskanalys 2023 (bilaga 5)

8 9 Beslut om Internkontrollplan 2023
Krister Hjelm och Frans Stoops gick igenom Internkontrollplan 2023.

Styrelsen beslutade
-att godkanna Internkontrollplan 2023 (bilaga 6)

8§ 10 Beslut om remissvar till motion fran Nicola Rabi ”Skapa tillfilliga bostéder till efterfragad,
nyinflyttad och hiogkvalificerad arbetskraft — i syfte att

Malmo stad skall fa en béttre tillvixt samt 6kade skatteintikter.”

Remissvaret diskuterades och Niclas Réhr har inkommit med ett alternativt remissvar (bilaga 8). De

tva forslagen stalldes mot varandra.

Styrelsen beslutade

-att godkéanna det ursprungliga remissvaret (bilaga 7)

Niclas Rohr har inkommit med skriftlig reservation som Stefan Claesson och Martin Molin stéller sig
bakom (bilaga 9)

§ 11 Ovriga fragor
Inga 6vriga fragor

8 12 Motets avslutande

Ordforande forklarade motet avslutat.
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Vid protokollet

fA—

Frans Stoops

Sven-Erik Rasmusson Niclas Roéhr
Ordforande Vice Ordfoérande

Bilaga 1 Bolagsbudget 2023

Bilaga 2 Uppfoljning av Intern kontroll december 2022
Bilaga 3 Uppfoljning av Intern kontroll 2022

Bilaga 4 Riskmatris

Bilaga 5 Riskanalys 2023

Bilaga 6 Internkontrollplan 2023

Bilaga 7 Svar pa remiss angaende motion av Nicola Rabi
Bilaga 8 Alternativt forslag till remissvar fran Niclas Réhr
Bilaga 9 Reservation fran Niclas Rohr
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Sammanfattning

Boplats Syds positiva utveckling har fortsatt under 2022. Flera nya kommunala bostadsbolag har anslutit
sig, och Boplats Syd samarbetar nu regelbundet med elva kommunala hyresvirdar. Vi har aldrig forr haft
sd manga betalande i bostadskon, och antalet hyresvirdar som limnar férmedlingsuppdrag dr fortsatt
hégt. Totalt har vi under 2022 férmedlat 9 441 ligenheter, vilket 4r lika med 37 ligenheter per arbetsdag,.
Nigot firre dn under 2021.

Vi har all anledning att tro att Boplats Syds positiva utveckling fortsitter dven 2023.
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Bolagets ansvar

Vi 6ppnar doérrar till ett eget hem

Ett eget hem 4r en forutsittning for ett gott liv; 1 ett hem kan barnen fa ro att gora lixan och man kan
sova tryggt om natten. Som en av fi omtinksamma krafter pd en ibland hird bostadsmarknad arbetar vi
pa Boplats Syd f6r en marknad med 6ppna dorrar.

Virt strikta regelverk, var rittradighet och virt raka kdsystem skapar forutsittningarna for att fler ska fa en
plats att vila och kinna sig trygga pd. Det ger dven hyresvirdar en méjlighet att tryggt kunna limna 6ver
bostadsférmedlingen till oss. Inte minst ger vi hyresvirdarna méjligheten att bidra till en mer
inkluderande, 6ppen och omtinksam bostadsmarknad. Det gor oss inte bara till bostadssékarnas
térstahandsval utan dven hyresvirdarnas.

Viir en bostadsférmedling som skapar méjligheter och ju fler hyresvirdar vi férmedlar at, desto fler
dérrar Gppnas at vara sdkande.

Bostadsformedling

Lagstiftningen som reglerar bostadsférmedling stiller mycket tydliga krav pd hur férmedlingen ska g4 till.
Det miste ske genom en rak k& men varje hyresvird kan sjilv bestimma vilka krav som ska gilla for att
en hyresgist ska godkinnas i de egna ligenheterna. Kraven fir inte bryta mot svensk lagstiftning gillande
diskriminering, och madste stillas lika pa alla s6kande. Kraven ska vara tydligt angivna frdn bérjan och far
inte dndras under férmedlingens gang. P4 samma sitt sa fir formedlingen inte ta personlig hdnsyn.
Oavsett hur vil motiverade, eller hur stora den sékandes behov dr sd fir man ingen fértur. Alla sékande
som uppfyller hyresvirdens grundkrav konkurrerar enbart med sin kotid.

Hyresvirdarna far utan kostnad tillgdng till hela férmedlingssystemet med méjlighet att visa sina lediga
ligenheter for alla som star i k6. Som motprestation har Boplats Syd ensamritt pa ligenheten under hela
tormedlingsprocessen. Enligt avtalen med hyresvirdarna si ska den s6kande som uppfyller kraven och
som har lingst kotid ocksa erbjudas kontraktet.

Bostadsmarknaden

Skane utgdr 1 allt storre utstrickning en gemensam bostads- och arbetsmarknad. I den utvecklingen
torenklar Boplats Syd f6r bostadssékande genom att erbjuda f6rmedling av si manga hyresritter som
méjligt pa ett och samma stille. Genom en tydlig regional nirvaro kan ocksd en potential till 6kat infléde
av ligenheter fran nya och befintliga fastighetskunder tas tillvara.

Bostadsmarknaden 4r under hart tryck och bostadskonsumenten méts av budskap som signalerar att det
ar nast intill omojligt att f4 en hyresritt. Bostadsbristen kan inte férmedlas bort men pa en sviér
bostadsmarknad édr det Boplats Syds uppgift att gora det enkelt att bade ldimna och hitta hyresritter. Fér
att ge kunskap och skapa ritt férvintningar kommunicerar Boplats Syd sin uppgift, hur den utférs och
den kundnytta det innebir.

Sambhillets utveckling paverkar konstant minniskors och organisationers behov och beteenden. Boplats
Syd ska dirfor alltid ga i takt med tiden och effektivt leverera ritt kundnytta. Genom att kontinuerligt
lyssna, analysera och virdera utvecklingen ska Boplats Syd anpassa arbetssitt, kompetens, organisation
och verktyg pa ett, f6r verksamheten, relevant sitt.

Var position

Nir andra vill gbra ett namn f6r sig genom att vara selektiva och beridknande sirskiljer vi oss genom att
vara omtinksamma och praktiska. Bostadsmarknaden 4r en hard virld ddr mianniskor reduceras och déms.
Den som inte passar perfekt kastas at sidan. Dir, pa en sidan marknad, dr det viktigt och unikt att det
finns en omtinksam kraft, och denna omtinksamma kraft ar vi.

Men det ricker inte med omtanke. Det maste finnas en praktisk sida som kan verkstilla de omtinksamma
tankarna. Med omtanke och ett praktiskt sinnelag har vi en kombination, som inte bara sirskiljer oss, utan
dven ger verksamheten trovirdighet gentemot bdde s6kande och hyresvirdar.

Ingen ska ga fore i kén

Vart strikta regelverk, var rittradighet och vart raka kdsystem dr hornstenarna i var transparenta
tormedling. Ingen ska gd fére 1 kon och alla bostadssokande ska granskas pa sina egna meriter. Tyvarr dr
fusk med intyg bland bostadssdkande en del av virt dagliga arbete. De bostadssékande ska kunna lita pa

Bolagsbudget 2023, Boplats Syd AB 4(12)

Transaktion 09222115557485949894

Bilaga 1




att bostadskon dr rittvis och att varje ligenhet gir till den som stir pa tur. Darfor gor vi allt vi kan f6r att
uppticka fuskare och vi polisanmiler alltid allt fusk vi uppticker.

Verksamhetsbeskrivning

Boplats Syd férmedlar hyresritter fran hyresvirdar till bostadssokande i hela Skine. Hyresvirdar dr bade
de privata och de allminnyttiga bostadsbolagen. Férmedling av ldgenheter sker i ett Oppet och transparent
system efter kotid till den kund som har lingst kétid och uppfyller hyresvirdens krav.

Vir malgrupp 4dr alla manniskor som ér 1 behov av bostad. Vara primira malgrupper dr unga ménniskor
som dnnu inte kommit in pd bostadsmarknaden och har behov av att hyra ett férsta boende, samt dldre
som sOker hyresritt pa grund av dndrad livssituation.

Agardirektiv

Bolaget har till uppgift att férmedla hyresligenheter inom Malméregionen med omnejd och dven bedriva
annan dirmed sammanhingande verksamhet.

Syftet med bolagets verksamhet ér att frimja bostadsférsorjningen och verka f6r att underlitta intride pa
bostadsmarknaden.

Bolaget ir kommunens verktyg for att sikerstilla en effektiv hyresmarknad i Malmé&regionen med omnejd.

Affirsidé

Samla bostadssékande tillsammans med privata och kommunala hyresvirdar i en enkel och transparent
bostadsférmedling som bidrar till en vil fungerande regional bostadsmarknad fri frin diskriminering.

Vision

Att vara det sjdlvklara valet f6r bade bostadssékande och hyresvirdar.
Kirnvirden

Omtinksamma

Vi skapar méjligheter £6r manniskor att fd ett eget hem och vi hjilper hyresvirdar att fylla rum med liv.
Vir omtanke genomsyrar hela var organisation, frin hur vi dr mot varandra, till hur vi méter var omvirld.

Rattridiga

For att driva var verksamhet har vi ett regelverk att luta oss mot. Detta regelverk ar inte bara nagot vi
miste folja utan dven en garant till att vi enkelt, tydligt och transparent kan arbeta mot var vision att Sppna
do6rrar £Or alla att hitta ett eget hem.

Vir rittradighet, att vi gor ritt £6r oss och foljer vart regelverk, dr helt enkelt en styrka och nagot vi stolt
ska visa upp och arbeta utifran. Inte bara i hur vi driver var verksamhet utan dven hur vi beméter vira
kunder.

Transparenta

For att vi pa ett trovirdigt sitt ska kunna arbeta fran vér position mot var vision krdvs det att vi dr
transparenta med allt vi gor i alla olika sammanhang — internt, mot media, mot hyresvirdar samt mot
s6kande.

Engagerade mijliggorare

For att hjilpa s manga som méjligt att hitta ett eget hem och fylla rum med liv krivs ett engagemang. Ett

engagemang for att driva verksamheten framdt sa vi kan skapa méjligheter, Sppna dorrar, bade f6r vira
s6kande och vara hyresvirdar.
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Overgripande mal

Med utgangspunkt i bolagets uppdrag och dgardirektiv har bolaget fastlagt féljande Svergripande mal f6r
verksamheten:

att 6ka antalet formedlade ligenheter samt 6ka antalet medverkande hyresvirdar

att ha en effektiv férmedlingsprocess

att ha ett hogt anseende med ndjda kunder

att vara en trivsam, attraktiv och hélsosam arbetsplats med kompetenta och engagerade
medarbetare samt med ett gott ledarskap

el s
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Plan for verksamheten

I det hir avsnittet beskrivs bolagets planering av verksamheten under aret. Planeringen utgar fran bolagets
grunduppdrag och innehéller en beskrivning av utvecklingen av bolagets verksamhet samt prioriteringar
som planeras under aret. I plan for verksamhet redogors dven for vilken effekt/resultat priotiteringarna
torvintas ha pd verksamheten och de verksamheten ar till £r.

Di de konkreta milen togs fram 2021 d4 férutsittningarna i samhillet sdg helt annotlunda ut sa kommer
hela verksamhetsplanen inkluderat konkreta mal att arbetas om under 2023. Tills detta dr genomfort sd
giller dessa konkreta mal:

Att 6ka antalet formedlade ligenheter liksom antalet medverkande hyresvirdar

Genom att samla kommunala kéer och manga privata hyresvirdar pa en och samma plats blir det enklare
f6r medborgarna att séka och hitta bostad nir behovet uppstir. Da 6kar forutsittningarna f6r en rorlig
bostadsmarknad dir flyttkedjor uppstir.

Mal: Att samarbetsavtal tecknas med 10 nya hyresvirdar arligen.

Fler Iigenheter frin fler hyresvirdar okar nyttan med att sti i bostadskon.

Bostadsférmedlingen Boplats Syd har de senaste aren attraherat allt fler hyresvirdar att limna ett kat
antal ligenheter. En viktig del av vir framgéing har varit att vi kunnat utveckla goda relationer med ett
Omsesidigt fortroende. For ett fortsatt 6kande infléde av nya kunder och ligenheter fokuserar vi dirfér pa
att utveckla samarbetet med hyresvirdarna ytterligare och samtidigt tydligt kommunicera den kundnytta vi
levererar.

Mal: Att antalet ligenheter som férmedlas 6kar varje ar.

Att ha en effektiv formedlingsprocess

Vi har under 2022 kunnat anvinda vart nya férmedlingssystem fullt ut. Systemet har utvecklats
tillsammans med bostadstérmedlingen i Uppsala. For att gbra processtiden sa kort och effektiv som
m&jligt behéver vi ta hinsyn till olika intressen dir hyresvirdar och bostadssékande inte alltid har samma
syn pd vad som ir effektivitet. Med hjilp av analysverktyg ska vi identifiera flaskhalsar och
utvecklingspunkter i varje hyresvirds férmedlingsprocess. Dessa analyser kan sedan ligga sedan till grund
for de utvecklingssamtal vi f6r med varje ansluten hyresvird.

Mal: Att ha en si effektiv férmedlingsprocess som mojligt

Att ha ett hogt anseende med ndjda kunder

Genomfora N6jd-Kund-undersokning (NKI) och mita néjdheten hos betalande kunder liksom hos
medverkande hyresvirdar.

Mil: Att NKI-index for hyresvirdar varje ar ligger 6ver 70 samt att NKI-index f6r bostadssckande varje
ar ligger 6ver 60.

Ta fram en plan f6r drliga kommunikationsinsatser i syfte att stdrka varumirket och ge ritt kunskap om
vir verksamhet och vart uppdrag.

Mal: Att genomfoéra arlig riktad marknadsforingsinsats mot véra tva prioriterade malgrupper; ungdomar
och 70+.

Att vara en trivsam, attraktiv och hilsosam arbetsplats med kompetenta och engagerade
medarbetare samt med ett gott ledarskap

Arligen mita néjdheten hos medarbetarna i NMI-undersokning. Enkiten miter medarbetarnas motivation
till sitt arbete, ledarskap/chefskap, styrning och trivsel pa arbetet.

Mal: Att NMI-index varje ar ligger 6ver 75.

Mil: Att med utgangspunkt fran det arliga resultatet vilja tva fokusomrdden som man jobbar med att héja
kommande 4r.
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Involvera medarbetarna i bolagets utvecklingsarbete och genomféra drlig planeringskonferens dir alla
medarbetar deltar.

Mal: Att varje team och varje medarbetare tar fram gemensamma och personliga mal kopplade till bolagets
overgripande mal.

Utveckling av bolagets verksamhet

Vi fortsitter utveckla vart nya férmedlingssystem tillsammans med bostadstérmedlingen i Uppsala. 1 det
nya systemet fortsitter vi utveckla rutiner och processer for att kunna minska handligeningstiderna fran
att en ledig ligenhet liggs ut till dess att ett kontrakt dr paskrivet. Det skapar férdelar f6r vira hyresvirdar,
foér de s6kande och for oss sjilva att vi kan bedriva en sa effektiv f6rmedling.

Vigvalet att utga frin ett befintligt férmedlingssystem och vidareutveckla det tillsammans med en likvirdig
partner har varit ett framgangsrecept. Den stOrsta delen av samarbetet har skett via digitala verktyg och det
ir imponerande hur nira och effektivt kollegor i olika delar av landet har kunnat arbeta tillsammans.

Syftet dr att utveckla bostadstérmedlingsuppdraget genom nira samarbete. Avsikten dr inte att bedriva
bostadsférmedling ithop utan att medverkande parter arbetar f6r att samordna processer, rutiner och
regelverk. P4 sd sitt bidrar varje medverkande part med sin erfarenhet och kompetens. Tillsammans kan
parterna géra mycket mer for att sikerstilla att en rittvis och transparent férmedlingstjdnst blir fortsatt
attraktiv och effektiv f6r hyresvirdarna. P4 egen hand blir det mycket svarare.

Att dela férmedlingstjdnst 4r att stirka ckonomin pa ling sikt genom att dela pd utvecklings- och
férvaltningskostnader samt dela pa kostnad fér utveckling av nya funktioner som effektiviserar
férmedlingsprocessen. Det ger kraft och skjuts i utveckling av nya funktioner och en bra forutsittning att
tillsammans identifiera framtida behov som effektiviserar vira verksamheter.

Bolagets prioriteringar

Under 2023 si prioriterar bolaget att ta fram en ny verksamhetsplan f6r hela bolagets verksamhet. I denna
inkluderas uppdaterade konkreta mal f6r hela verksamheten.

Under 2023 prioriteras ocksa den digitala formedlingstjdnst som delas med Uppsalas bostadstérmedling. 1
detta arbete 4r huvudmalen "N6jda kundet" och "Ett effektivt arbetssitt”. Huvudmalen ar sedan
nedbrutna i de sex delmalen "Oka kundnéjdheten f6r bostadssdkande", "Fler bostider som fler kan séka",
Oka kundnéjdheten for hyresvirdar", En effektiv formedlingsprocess", En bittre ekonomi" samt "Oka
digitaliseringen".

Till vatje delmal finns det sedan kopplat mélsittningar/indikatoret.

Genom att sikerstilla att sa manga ligenheter som méjligt limnas till var transparanta férmedling fri fran
diskriminering samtidigt som vi fortsitter vart paverkansarbete kring hyresvirdens krav och deras syn pa
trygghetssystemen kan vi uppna storst effekt pa jamstilldhet, antidiskriminering samt barns rittigheter.

Bolagets prioriteringar dr ocksé tinkta att kunna bidra till f6rflyttning av de tva kommunfullmiktigemalen:

o Malmo stad ska verka for att minska hemlosheten

e  TFler Malmobort, beskare och samhaillsaktSrer ska uppleva att Malmo stad levererar en god och
likvirdig service genom hég tillginglighet, professionellt bemdtande, ritt kompetens samt genom
att ligga 1 framkant 1 den digitala utvecklingen
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Plan for kommunfullmaktigemal
Malomrade - Stadsutveckling och klimat

Kommunfullmaktigemal - Malmo ska vara en foregangare nar det géller minskade
utslapp av vaxthusgaser

Agenda 2030 fokus pa Agenda 2030 verkar dven for

7 Hallbar energi for alla 3 God hélsa och vélbefinnande
@ 9 Hallbar industri, innovationer och infrastruktur 6 Rent vatten och sanitet for alla
21 12 Hallbar konsumtion och produktion 11 Hallbara stader och samhéllen
B 13 Bekampa klimatforandringarna = 14 Hav och marina resurser

Ly

[E21 15 Ekosystem och biologisk mangfald
E 16 Fredliga och inkluderande samhallen

17 Genomfdrande och globalt partnerskap

Indikator Onskat utfall

Utslapp fran flygresor

Kommunfullméktigemal - Malmé stad ska verka for att minska hemlésheten

Agenda 2030 fokus pa Agenda 2030 verkar dven for
E 1 Ingen fattigdom 2 Ingen hunger
E 4 God utbildning for alla 3 God haélsa och valbefinnande

11 Hallbara stader och samhallen E 5 Jamstalldhet
=
8 Anstandiga arbetsvillkor och ekonomisk tillvaxt

10 Minskad ojamlikhet
E 16 Fredliga och inkluderande samhallen

17 Genomfdrande och globalt partnerskap

Indikator Onskat utfall

Forsorjningsstdd som godkand inkomstkalla

Bostadsbidrag accepteras som inkomst

Fler lagenheter fran fler hyresvardar

Malomrade - En god organisation

Kommunfullmaktigemal - Malmo stad ska vara en attraktiv arbetsgivare genom att
sakerstilla en god arbetsmiljé och trygga anstallningar

Agenda 2030 fokus pa Agenda 2030 verkar dven for
3 God haélsa och vélbefinnande 1 Ingen fattigdom
B2 5 jsmstalidhet 10 Minskad ojamlikhet

=
8 Anstandiga arbetsvillkor och ekonomisk tillvaxt
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Indikator Onskat utfall

Medarbetarngjdhet

Kommunfullméktigemal - Malmé stad ska sikerstdlla en god kompetensforsérjning

Agenda 2030 fokus pa Agenda 2030 verkar dven for
4 God utbildning for alla 11 Hallbara stader och samhéllen

E 8 Anstdndiga arbetsvillkor och ekonomisk tillvaxt 16 Fredliga och inkluderande samhallen
8 17 Genomforande och globalt partnerskap

Indikator Onskat utfall

Arlig personalomséttning

Kommunfullméktigemal - Fler Malmobor, besdkare och samhillsaktérer ska uppleva
att Malmo stad levererar en god och likvardig service genom hog tillganglighet,
professionellt bemé6tande, ratt kompetens samt genom att ligga i framkant i den
digitala utvecklingen

Agenda 2030 fokus pa Agenda 2030 verkar dven for
5 Jamstalldhet 1 Ingen fattigdom
10 Minskad ojamlikhet B 4 God utbildning for alla
11 Hallbara stader och samhallen E 8 Anstandiga arbetsvillkor och ekonomisk tillvéxt

-

i 16 Fredliga och inkluderande samhallen £ 9 Hallbar industri, innovationer och infrastruktur
13 Bekdmpa klimatférandringarna
17 Genomforande och globalt partnerskap

Indikator Onskat utfall

Kundnojdhet
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Plan for ekonomin

Vi har under 2022 6kat omsittningen och vuxit pa personalsidan. Under ndrmsta dret riknar vi med att
behoéva utéka bemanningen nagot pa grund av satsning pa kompetenshéjande utbildningar. I samband
med pensionsavging och férildraledighet sker ocksa viss dubbelbemanning.

Strategin ir att genom samarbete med annan bostadsférmedling dela utvecklings- och
forvaltningskostnader av férmedlingssystemet har varit framgingsrik och fortsitter kommande 4r. Med en
storre organisation for drift, férvaltning och vidareutveckling 6kar effektiviteten samtidigt som
sirbarheten minskar. Flera parter i ett storre formedlingssystem innebir ocksa mer resurser f6r att hélla en
hég sikerhetsniva.

Genom ett standardiserat arbetssitt kan vi samordna véra arbetsprocesser och ga mot 6kad automatisering
for att pd sa sitt 6ka kvalitén 1 férmedlingsprocessen utan att tappa tid.

Viblir dd ocksa enhetliga mot marknaden vilket underlittar ssmmankoppling av bostadsférmedlingarnas
och hyresvirdarnas IT-system.

Resultatriakning
Tkr Prognos 2022 Budget 2023 Forandring
Intdkter 32 802 34 398 1596
Personalkostnader -18 391 -22 478 -4 087
Lokal- och markhyror -1 581 -1 600 -19
Ovriga kostnader -8 408 -7 896 512
Avskrivningar -1745 -1 981 -236
Totala kostnader -30125 -33 955 -3 830
Rorelseresultat 2 677 443 -2234
Finansiella intakter 150 120 -30
Finansiella kostnader -249 -215 34
Resultat efter finansiella poster 2578 348 -2230
Koncernbidrag
Ovriga bokslutsdispositioner -2 535 348 2 883
Resultat fore skatt 43 696 653
Skatt/Latent skatt -42 42
Resultat 1 696 695

Text

Intidkter av koavgifter beriknas att 6ka med ca 7%. Ligre 6vriga intikter eftersom tjansteférsaljning till
MKB Fastighets AB har upphort.

Okade 16nekostnader pga utékning av bemanning for att klara Skningen av antalet hyresvirdar som
limnar férmedlingsuppdrag. For att bittre kunna utnyttja det nya férmedlingssystemet gjordes under 2022
en organisationsférindring dir kundtjidnst och férmedling blev ett team med ca 25 st bostadsférmedlare.
Loénejustering med anpassning till utékade arbetsuppgifter och ansvar har gjorts i denna grupp.
Pensionsavsittningen har 6kat med 7% pga nya pensionsregler.

Under 2023 har tvd vikarier anstillts for att I6sa kommande féréldraledighet och som ersittare for
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personal som slutar. Dessa personer gir dubbelt under ndgra manader f6r att utbildas men dven hjilpa till

med arbetstoppar dd ordinarie personal utbildas i effektivisering och kompetenshéjning.. Ny VD ir

anstilld och hir blir det dubbelbemanning under 3 manader.

Avskrivningar 6kar p g a investeringar i programvara 2022 ddr avskrivning paborjas forsta 2023.

Investeringsplan
Investering, tkr Prognos Budget Plan Plan Plan Plan Plan
2022 2023 2024 2025 2026 2027 2028
Programutveckling 2904 3236 3200 3200 3200 3200 3200
Totalt 2 904 3 236 3 200 3 200 3 200 3 200 3 200

Investeringarna i nytt férmedlingssystem fortsitter enligt plan. Enligt samarbetsavtalet med Uppsala

bostadsférmedlingen justeras férdelningen av investeringens storlek arligen efter antalet registrerade i

bostadskén samt antalet férmedlade ligenheter.

Finansieringsbehov

Illl?:nswrmgsbehov, Prognos Budget Plan Plan Plan Plan Plan

2022 2023 2024 2025 2026 2027 2028

Upplaningsbehov 0 0 0 0 0 0 0
Vi har inget behov av finansiering.
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Uppfoljning av internkontroll
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Uppfoljning av internkontroll

Bakgrund

Styrelsen antog den 26 januari 2022 en internkontrollplan fér 2022. Enligt planen
ska internkontrollen i huvudsak inriktas pa foljande riskomraden.

e IT-sakerhet
e Formedling av bostédder, andring av kétid m.m.

e Utbetalningar och dndringar av leverantodrers fasta data

Resultatet av kontrollerna redovisas 4 ggr / ar i vissa fall och arsvis i andra fall.
Nedanstdende redovisning avser utfallet av uppfdljningen fér december manad
2022.
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IT-sakerhet

Hantering av externt och internt intrang i systemet
Forflyttningar i bostadskon har kontrollerats och inga avvikelser jamfort med det
som registrerats i systemet har upptackts.

Bostadsformedlingen kontrollerar offlinekopior av kon. Syftet med denna
kontroll ar att identifiera kotidsforandringar som skett direkt i databasen vid
intrang eller sabotage av utvecklare, utéver de kotidsforandringar som utfors
manuellt av handlaggare i systemets granssnitt. Utover detta kontrolleras
eventuella brister i systemet och dess infrastruktur genom
katastrofhanteringssimulering och sdkerhetstester.

Systemfdrvaltning

Bostadsformedlingen kontrollerar 1 gdng per kvartal att bolaget har teknisk
beredskap for katastrothantering vid driftstopp genom 6vning tillsammans med
utvecklare och teamledare fér formedling. Ovningen gar ut pa att triana och se till
att vi har ett snabbt och effektivt satt att hantera "deadlines” som har passerats
for sokande som skall tacka ja/nej till visningstid eller ligenhet da systemet legat
nere en langre tid, minst ett dygn. Avslutningsvis gors en total disaster recovery,
dvs en total aterstillning av hela formedlingssystemet inklusive hemsida fran
tidigare kopia.

Ovningen i Q4 genomférdes den 8 november 2022. Ovningen gick som planerat
utan avvikelser.

Behorigheter for medarbetare

Alla behorigheter maste attesteras av narmaste chef och behorigheter ska
manuellt avslutas av narmaste chef vid avslut av tjanst eller uppdrag hos
Bostadsférmedlingen.

Under perioden som denna kontroll utférs har tva nyanstallningar startat.

Behorigheter for agenter

Bostadsformedlingens tjanst "Hyresvardsportalen” vander sig till hyresvardarna
och deras medarbetare ("agenter”). Bostadsformedlingen kontrollerar tva ganger
per ar att samtliga som har tillgang till portalen ska ha det och att ingen har slutat
eller bytt roll hos hyresvarden. Kontroll genomfordes i juli/augusti 2022 och nasta
kontroll kommer att ske under Q2 2023

Formedling av bostader, andring av kotid m.m.

Manuellt andrade kétider

Det har avsnittet behandlar samtliga bostadssokande vars kotider har
uppdaterats manuellt under perioden. I internkontrollen har det kontrollerats att
det nya kodatumet 6verensstimmer med datumet som star i beslutsunderlaget.
Den beskrivning som star i underlaget ska d&ven stimma 6verens med
forklaringen i datasystemet.
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Kontroll att andringen har giltig anledning har dven skett enligt;

e kod- och formedlingsreglerna

e utredning fran hyresvard dar Bostadsformedlingen har
overtagit k6 men ratt export fran hyresvérd inte ar 6verford

e Dbeslut om ratt att tillgodorakna sig kotid

Totala antalet forekomster under perioden: 5 st
Godkanda utan anmarkningar under perioden: 5 st
Antal avvikelser: 0

o 5 forekomster - justering av kétid med nagon manad pga tidigare eller
senare inflyttning.

Registrering av person som saknar personnummer

Har kontrolleras personer som saknar svenskt personnummer och manuellt blivit
godkidnda via giltiga id-handlingar. Syftet med kontrollen ar att sdakerstalla att
samma person inte har flera konton registrerade hos Bostadsformedlingen.

Totala antalet forekomster under perioden: 72 st
Godkianda utan anméarkningar under perioden: 72 st
Antal avvikelser: 0

Andrade personnummer

Kontroller gors att andringar av personnummer hos de bostadssdkande har
utforts enligt gallande rutiner. Fér godkand dndring av personnummer ska det
finnas ett beslut och underlag. Rutiner har tagits fram for att sdkerstilla att
andring av personnummer sker pa grund av:

e Attsokande angivit fel personnummer vid registrering

e Att sokande numera har ett annat personnummer, vilket ocksa
innefattar andring fran samordningsnummer eller registrering
med endast fodelsedatum till personnummer.

Totala antalet forekomster: 36 st
Godkanda utan anmarkningar: 36 st
Antal avvikelser: 0

Avtal for en (1) bostad

Har kontrolleras de sokande som skrivit fler dn ett hyreskontrakt under de
senaste fyra aren. Filen listar samtliga forekomsterna sedan november 2021. Om
den sokande skrivit avtal med samma hyresvard gors ingen ytterligare kontroll.
For att upptdcka eventuella avvikelser kontrolleras om hyresobjektet som den
sokande flyttar fran har lamnats in igen for formedling. Om hyresobjektet inte
inkommit har vidare utredning gjorts.

Totala antalet bostadssokande vid utgangen av december manad 2022
Ackumulerade listan: 117 st

Antal nya forekomster: 19

Godkanda utan anmarkningar: 19

Antal avvikelser: 0

Alla eventuella avvikelsedrenden f6ljs upp kontinuerligt vid varje internkontroll
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och avskrivs inte forran drendets Klarats upp. Forekomsterna under perioden
avser sokande som har fatt en ligenhet och darefter sokt igen och fatt en ny
lagenhet med sin nya kotid. Framfor allt galler detta omflyttning av studenter
men dven i nyproduktion.

Bibehallen kotid efter kontraktsteckning

Enligt Bostadsformedlingens ko- och formedlingsregler ska den s6kandes nya
kotid raknas fran inflyttningsdatumet med undantag fran, studentbostader,
korttidskontrakt. Vid internkontrollen granskas de fall da den sékande behallit
sin kotid trots att det inte ar studentbostad eller korttidskontrakt.

Vid internkontrollen har det sdkerstallts att eventuella forekomster foljt gillande
regler.

Totala antalet forekomster under perioden: O st,

Godkanda utan anmarkningar: 0 st
Antal avvikelser: 0

Missbruk av formedlingstjanst
[ den har kontrollen kontrolleras drenden som dr lamnade till polisen.

Under perioden gjordes 0 polisanmélningar for falska intyg.

For att minska risken for missbruk har mejlmallar uppdaterats med texten: "Om
du ldmnar in falska dokument och intyg sparras du under sex manader och dina
intresseanmalningar tas bort. Vi polisanmaler alla handlingar som misstanks vara
olagliga.” Denna information ldmnas dven muntligen vid misstanke om falska

intyg.

Felaktig handlaggning
Kontrollera att hyresvard och handlaggare har foljt befintliga rutiner gallande
misslyckade kontraktsskrivningar.

En vanlig anledning till misslyckad kontraktsskrivning ar att s6kande valjer att
inte skriva pa kontraktet, i dessa fall ska sokande fa en varning enligt k6-och
formedlingsregler. I denna del av internkontrollen sikerstills att sokande faktiskt
har fatt en varning. Vid fall dar hyresvarden nekar en sékande sikerstills att
hyresvarden har en rimlig anledning till nekandet.

Denna del har inte kunnat granskas da erforderligt systemstod inte finns pa plats.

Totala antalet forekomster: 0
Godkanda utan anmarkningar: 0
Antal avvikelser: 0

Kompensation vid felhantering (erbjudande av likvardig bostad)

Kontroll om bostadssokande erhallit likvardig bostad vid eventuell felhantering
enligt gillande regelverk. Granskning av de s6kande vilka har fatt fortur till ett
hyresobjekt.

Totala antalet forekomster under perioden: 0O st.

Godkanda utan anmarkningar under perioden: O st.
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Ta bort sparr

Bostadsformedlingen foljer upp och kontrollerar manuella borttagningar av
sparr. For att uppticka eventuella avvikelser f6ljs det upp att loggen vid
borttagning av sparr foljer gallande rutiner.

Totala antalet forekomster under perioden: 0 st
Godkanda utan anmarkningar under perioden: 0 st
Antal avvikelser: 0

Internt missbrukad tjanst/medveten felaktig handlaggning

Stickprovskontroll utfors kvartalsvis pa tva nekade sékande per
bostadsformedlare. Har sdkerstéller vi att formedlaren nekat enligt hyresvardens
kriterier, och att en tydlig forklaring till nekandet loggats och kommuniceras till
bostadssokande. Om sokande har laddat upp intyg ska dessa kontrolleras for att
sdkerstilla att beslut om nekade ar korrekt.

Totala antalet forekomster: dec 528 st
Granskade under perioden: O st (gjordes i november)
Antal avvikelser: 0

Konkurrerande formedlingsverksamhet

Vara anslutna fastighetsdgare och sokande lamnar

Varje manad Kontrolleras flera av vara konkurrenters hemsidor for att se vilka
hyresvirdar som férmedlar ligenheter via dem. Ar det hyresvirdar som vi har
formedlingséverenskommelse med kontaktas de for en dialog. Om nagon
hyresvard upphor att lamna in lagenheter ska det foljas upp.

Var hyresvardsansvarig har kontinuerlig kontakt med vara hyresvardar. Under
december manad har det inte framkommit att nagra nya hyresvardar har lamnat
lagenheter till annan formedling fransett de 5 som rapporterats tidigare under
aret.

Vi har for nuvarande 61 st hyresviardar som har lamnat in minst en lagenhet till
formedling under 2022.

Fortroende

Fortroende skadas pa grund av systemet missbrukas

Syftet med granskningen ar att ge svar pa om eventuellt missbruk av systemet
har skadat fortroendet. En gang per ar genomfors NKI undersokning hos
hyresvardarna och de sékande.

NKI-undersokning for hyresvardar och bostadsokande gjordes under varen
2022. NKI resultatet har 6kat med en punkt till 83 (hyresvardar) respektive
minskat med en punkt till 67 (s6kande). Fortroendet for bolaget jamfért med
liknande bolag i branschen beddms fortfarande ligga pa en hog niva.
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Efterlevnad av GDPR-lagstiftningen

Bolaget ska folja GDPR-lagstiftningen.
GDPR-efterlevnad har stdmts av genom foljande moment:

Gallring av allman handling

Kontrollen genomfors kvartalsvis.
Under kvartal 1, 2, 3 och 4 genomfordes kontroll for att sdkerstalla att
gallring av allman handling ar genomford.

Artikel 30-registret
Kontrollen genomfors tva ganger per ar genom att Artikel 30-registret efterlevs i
form av stickprov pa:

e lagring av personuppgifter pa enskild medarbetares lagringsytor
e stickprov pa lagring av personuppgifter pa gemensamma lagringsytor

Stickprovskontroll gjordes under maj och juli mdnad samt november. De
personuppgifter som finns lagrade pad gemensamma lagringsytor ar
dokument som ar rapporterade som register.

Personuppgifter och sekretess

Kontroll pd om allmédnna handlingar diariefdrs och hanteras pa ratt sétt genomfors
kvartalsvis. Utlamnande av allman handling sker genom beslut av VD eller
Administrativ chef. Detta for att sdkerstélla sd att sekretessbelagda handlingar inte
ldmnas ut felaktigt.

Utldmnande av allman handling:

Totala antalet forekomster under perioden: 0 forfragningar
Godkanda utan anméarkningar under perioden: 0 forfragningar
Antal avvikelser: 0

Okad sjukfranvaro

Okad sjukskrivning

Varje manad granskas sjukanmalningar och flextidsrapporter for att ge svar pa om
stress och dkad arbetsbelastning gor att sjukskrivningarna okar.

Totala antalet timmar under perioden: 549 timmar

[ timmarna ovan ingdr en langtidssjukskriven (3 ar) detta drende &r inte
jobbrelaterat.

Bisyssla

Arlig genomgéng av bisyssla

Bisyssla stims av i samband med anstéllning och darefter arligen med samtlig
personal i medarbetarsamtalen. Arets medarbetarsamtal ar planerade till Q4.
Bisysslan ska ocksa vara registrerad i Heartpace.
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Kommungemensamma granskningar - Barnratt

Hur sakerstalls respekten for, skyddet av och framjandet av barnets rattigheter, i
enlighet med barnkonventionen, i verksamheten.

Granskning genomford genom fragor som tillhandahalls tillsammans med sarskild
anvisning fran stadskontoret.
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Inledning

Inledande text

Boplats Syd AB:s internkontrollplan f6r 2022 dr framtagen utifran de riskmatriser som tagits fram av
verksamheterna. Planen omfattar bade dtgirder och granskningar. Syftet med atgirdsdelen ar att
dokumentera och genomféra nédvindiga atgirder (direktatgirder) som ska vidtas 1 en nira framtid. Syftet
med granskningsdelen ér att planera omraden dér sdrskild kontroll behovs.

Rapportering till styrelsen gérs 16pande under aret och slutrapport limnas pa styrelsemétet i januari 2023.
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Ansvar

Enligt Malmé stads reglemente for intern kontroll har nimnder och bolagsstyrelser det yttersta ansvaret
tor att den interna kontrollen ér tillricklig inom dess ansvarsomrdden och ska se till att det finns en
organisering och ett systematiskt arbetssitt som sikerstiller en god intern kontroll.

Ansvar for att internkontrollplanen f&ljs upp och granskas ligger hos VD. Kontrollerna sker 1 samarbete
med ber6rd personal 1 verksamheten.

VD rapporterar I6pande till bolagsstyrelsen huruvida granskningar och dtgarder genomférts i enlighet med
antagen internkontrollplan samt redogéra for resultatet av genomférda kontroller. Slutrapporteting av hur
arbetet med internkontrollplanen har fortlopt sker vid styrelsemétet i januari 2023. Bolagsstyrelsen fattar
beslut om rapport fran féregiende ars internkontroll samt beslutar om arets internkontrollplan senast i
februari méanad. Bolagsstyrelsen ska senast i samband med drsanalysens upprittande, rapportera resultatet
fran uppféljningen av den interna kontrollen till kommunstyrelsen.
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Arbetsgang vid internkontrollgranskning

Kontrollerna har genomfdrts planerat eller som stickprovskontroller under 2022.

Granskare som utsetts har relevant kunskap inom granskningsomridet men stir inte i javsférhallande till
det som ska granskats. Efter genomférd granskning har konstaterade fel och brister lett till dtgardsforslag
fran den som utfort granskningen. Granskare har efter genomférd kontroll rapporterat resultatet av
granskningen till Teamchef, Administrativ chef eller till VD.
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Kommungemensamma granskningsomraden

Kommunstyrelsen beslutade vid sitt sammantride 2021-10-12 om gemensamma granskningsomraden for
Malm¢ stads heldgda bolag:

* barnratt.

Denna ingdr som obligatorisk granskning i bolagens internkontrollplaner f6r 2022 och har granskats pa
sitt som beskrivs 1 kommunstyrelsens drende och stadskontorets anvisningar.
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Direktatgarder

Inga av de upptagna riskerna har féranlett direktatgirder.
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Granskningar
Bolagets granskningar

Risk: Personuppgifter behandlas i strid med GDPR
Beskrivning av risk

Ottillitna personuppgifter spatas eller behandlas felaktigt

Granskning: Gallring

Omraden och tillh6érande rutiner som ska granskas:

Formedlingssystemet Barbro

Syfte med granskningen:

Att ge svar pa om gallringen av personuppgifter genomférs i enlighet med gallringspolicy
Omfattning/avgrinsning:

Databasen Barbro

Granskningsmetod:

Kvartalsvis kontroll av databasen

Resultat

Enligt var Arkiv- och gallringsplan ska handlingar och information som berdr bostadssékande gallras
regelbundet. Men i samband med att vi bytte f6rmedlingssystem sd gors inte detta enligt plan. Det nya
system som Vi i dag arbetar i har ursprungligen tagits fram av Uppsala bostadsférmedling och i detta
system finns ingen rutin for gallring inbyggd. Deras instillning 4r att ingen information som t6r
bostadssékande ska gallras. Vi har meddelat Stadsarkivet som ir tillsynsansvarig samt var styrelse att vi
kommer att ta fram riktlinjer 61 hur gallring i det nya systemet bor ske och ligga fram detta som ett skall-
krav i kommande systemutveckling.

Risk: Brister i sekretessen
Beskrivning av risk

Sekretessbelagda handlingar hanteras eller limnas ut felaktigt

Granskning: Kontroll av diarie

Omraden och tillhérande rutiner som ska granskas:

Diariet

Syfte med granskningen:

Att ge svar pa om allmidnna handlingar diarieférs och hanteras pa ritt sitt
Omfattning/avgrinsning:

Boplats Syds diarie
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Granskningsmetod:
Kvartalsvis granskning av diariet
Resultat

Postéppning sker enligt delegationsordning. Den som 6ppnar posten ansvarar dven for att diarieféra
inkomna handlingar. Kontroll gérs méanadsvis och den visar att rutinen f6ljs. Inga avvikelser.

Risk: Manuellt andrade uppgifter
Beskrivning av risk

Otillatna dndringar av kétid, betalningar och personnummer

Granskning: Manuell andring av uppgifter

Omraden och tillhérande rutiner som ska granskas:

Formedlingssystemet Barbro

Syfte med granskningen:

Att ge svar pa om ndgon har dndrat uppgifter genom otilliten paverkan och dyl.
Omfattning/avgrinsning:

Granskningen omfattar dndringar av kétider, personnummer och namn
Granskningsmetod:

Manadsvis granskning av:
Manuellt dndrad kétid
Andrade personnummer

Resultat

Manuella dndringar av kétider, betalningar och personnummer kan goras av tva behdriga personer 1
férening. Alla dndringar som gbrs granskas méanadsvis i en rapport f6r internkontroll. Varje dndring i
denna rapport gas sedan igenom av kontrollansvarig och kontrolleras mot anteckningsloggen och
redovisas i ledningsgruppen.

Rapporteras sammanfattande till styrelsen vid varje mote. Inga avvikelser har patriffats.
Risk: Késystemet manipuleras

Beskrivning av risk

Formedlingssystemet manipuleras sa att sokande kan gd fore 1 kon.

Granskning: Kosystemet manipuleras

Omraden och tillh6érande rutiner som ska granskas:

Formedlingssystemet Barbro

Syfte med granskningen:

Syftet med granskningen ir att sikerstilla att kosystemet inte kan manipuleras.
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Omfattning/avgrinsning:

Granskningen kommer att omfatta behérigheter och roller.

Granskningsmetod:

Alla behorigheter och roller i systemet kommer att gis igenom av systemforvaltaren kvartalsvis.
Resultat

Alla anstilldas behérigheter och behdrighetsnivier sitts upp pa en lista i Excel. Denna lista dndras vid sk
"on boarding" och "off boarding" men dven di nigon anstilld far forindrade arbetsuppgifter. Listan
hanteras av systemadministratéren som dr den som dven hanterar behorighetsnivierna. Listan granskas
sedan av administrativa chefen eller Teamchefen f6r MDU. Behoérighetsnivaerna kontrolleras samtidigt
som man gor internkontroll rapporten varje manad. Inga avvikelser har patriffats.

Risk: Fortroendet skadas pa grund av att systemet missbrukats
Beskrivning av risk

Fusk eller manipulation av késystemet kan pavisas

Granskning: Fortroendet skadas pa grund av att systemet missbrukas

Syfte med granskningen:

Syftet med granskningen ér att ge svar pd om eventuellt missbruk av systemet har skadat fértroendet
Omfattning/avgriansning:

Granskningen ska svara pa i vilken omfattning fértroendet f6r Boplats Syds verksamhet skadats av
eventuellt missbruk av férmedlingssystemet

Granskningsmetod:

Granskningen kommer att ske genom en néjdkundundersékning som vinder sig bade till hyresvirdar och
bostadssokande

Resultat

Under varen 2022 genomférdes Boplats Syd Nojdkundundersékning. 7900 bostadssékande och 71
hyresvirdar bjéds in. Svarsfrekvensen var 25% bland bostadssékande och 48% bland hyresvirdarna.
Resultatet visar att néjdheten ér fortsatt hog hos bade hyresvirdar och bostadssékande.

Slutsatser:

I undersékningen stills den specifika frigan hur stort fortroende de tillfrigade har f6r Boplats Syd. Svaren
visar fortsatt hogt fértroende i bada kundgrupperna

Risk: Efterlevnad koéregler
Beskrivning av risk

Vi eller fastighetsdgaren brister i att f6lja koreglerna. Vilket kan medféra att bostadssékande far oriktiga
fordelar eller nackdelar.
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Granskning: Efterlevnad regler
Omraden och tillhérande rutiner som ska granskas:

Formedling av ligenheter till befintliga hyresgister
Nollstillning av kotid efter kontrakt

Syfte med granskningen:

Ge svar pd om reglerna efterlevs och identifiera eventuella brister
Omfattning/avgriansning:

Alla férmedlade ligenheter

Granskningsmetod:

Minadsvis genomgang:

Av alla ligenheter férmedlade till boende

Kontroll av kétider efter kontrakt

Resultat

Varje ménad tas en internkontrollrapport ut fran férmedlingssystemet. Fran denna granskar vi alla
tilldelningar av ligenheter och jamfér inflyttningsdatum mot den nollstillda kétiden pa den som fatt
kontrakt pd den aktuella ligenheten. Alla personer som har tilldelats kontrakt har dven automatiskt fatt
nollstillda kétider. Nagra fatal avvikelser har férekommit dir kund flyttat in tidigare eller senare 4n
ursprungligt datum. Detta far korrigeras manuellt i efterhand.

Granskning: Efterlevnad kravmallar

Omraden och tillh6érande rutiner som ska granskas:
Formedlade ligenheter

Syfte med granskningen:

Ge svar pd om kravmallarna f6ljs och identifiera eventuella brister
Omfattning/avgrinsning:

Alla férmedlade ligenheter

Granskningsmetod:

Kvartalsvis uppfoljning av anvinda kravmallar

Risk: Konkurrerande formedlingsverksamhet

Beskrivning av risk

Konkurrenter vixer sig storre och véra anslutna fastighetsdgare och sékande limnar
Granskning: Konkurrerande férmedling

Omraden och tillh6érande rutiner som ska granskas:

Hur férmedlingen 1 vért férmedlingsomrade utvecklas
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Syfte med granskningen:

Att ge svar pa i vilken grad vi dr konkurrensutsatta
Omfattning/avgrinsning:

Geografiskt avgrinsat till f6rmedling i Skdne
Granskningsmetod:

Regelbunden kontroll av vilka hyresvirdar som férmedlar ligenheter via vara konkurrenters
hemsida/verktyg

Lépande uppféljning av de hyresvirdar som vi har férmedlingséverenskommelser med. Om ndgon
hyresvird upphor att limna in ldgenheter ska det f6ljas upp.

Resultat

Kontroll av privata formedlingars hemsidor gors kontinuerligt manadsvis i internkontroll. I nagra fall har
vi hyresvirdar som testkér andra férmedlingsalternativ da man anser att det inte rdcker med oss eftersom
viinte 4r rikstickande. Dessa hyresvirdar har ofta ligenheter i hela Sverige men viljer att fortfarande
limna ligenheter till Boplats Syd som har fler potentiella kunder i sédra Sverige. Boplats Syd har inrittat
en hyresvirdsansvarig och denna person dr kontinuerligt i kontakt med hyresvirdar som anvinder andra
térmedlingstjinster 4n Boplats Syd.

Risk: Okad sjukfranvaro
Beskrivning av risk

Sjukskrivningarna ékar

Granskning: Okad sjukskrivning pga stress och dkad arbetsbelastning
Omraden och tillh6érande rutiner som ska granskas:

Sjukanmalningar och flexrapporter.

Syfte med granskningen:

Att ge svar pd om stress och 6kad arbetsbelastning gor att sjukskrivningarna Skar
Omfattning/avgrinsning:

Granskningen omfattar all personal pa Boplats Syd

Granskningsmetod:

Manadsvis kontroll av flexavstimning och sjukfrinvaro

Resultat

Bolaget gor franvaroavstimning varje manad. Franvaron granskas manadsvis i samband med
internkontroll. Varje teamchef far ut listor f6r granskning och eventuellt samtal med medarbetaren.
Boplats Syd har en langtidssjukskriven (3 ar) och under aret haft 2 lingre sjukskrivningar ddr personerna
ir tillbaks 1 tjanst. Franvaron i dessa tre fall 4r inte arbetsrelaterade.
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Granskning: Okad sjukfranvaro pga Covid-19
Omraden och tillhérande rutiner som ska granskas:
Sjukfranvaro

Syfte med granskningen:

Att ge svar pa om sjukfranvaron 6kat pga Covid-19
Omfattning/avgriansning:

Alla personal pa Boplats Syd AB

Granskningsmetod:

Minadsvis uppfoljning av sjukfranvaro

Resultat

All franvaro granskas manadsvis genom att varje teamchef granskar franvarorapporterna. Vid hoég
franvaro tas diskussion med den anstillde. Vi kan inte se att sjukfranvaron har 6kat pga Covid-19 men fler
har i stérre omfattning jobbat hemifrin da de eller barnen varit férkylda.

Kommungemensamma granskningar

Risk: Barnratt
Beskrivning av risk

Risk f6r att barnkonventionen inte uppfylls pa grund av brist pa kompetens och systematik, vilket kan leda
till att Malméborna inte far ritt insats eller service och att barnets rittigheter inte tillgodoses i enlighet
med barnkonventionen.

Granskning: Barnratt
Omraden och tillhérande rutiner som ska granskas:

Nimnders och bolags arbete for att sikerstilla respekten for, skyddet av och frimjandet av barnets
rittigheter, i enlighet med barnkonventionen, i sina verksamheter.

Syfte med granskningen:

Syftet med granskningen ér att underséka hur nimnder och bolag sikerstiller respekten for, skyddet av
och frimjandet av barnets rittigheter, i enlighet med barnkonventionen, i sina verksamheter.

Omfattning/avgrinsning:
Granskningen omfattar nimnder och bolag,.
Granskningsmetod:

Granskning kommer att géras genom frigor som tillhandahalls tillsammans med sérskild anvisning fran
stadskontoret.

Resultat

Fragor:
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1. Hur sikerstiller nimnden/bolaget att provning av barnets bista och/eller barnkonsekvensanalys
genomfors 1 dtgirder och beslut som berdr barn direkt eller indirekt

e iindividdrenden?
e som ror grupp av barn/alla barn?

2. Hur sikerstiller nimnden/bolaget att barn far uttrycka sina dsikter i frigor som r6r dem och att dessa
beaktas i beslut

e iindividdrenden?
e som ror grupp av barn/alla barn?

3. Go6rs det systematisk uppfoljning att aspekterna fran fraga 1 och 2 har beaktats 1 dtgirder och beslut

e iindividirenden? Ja/Nej

o Om ja, pa vilket sitt? Om nej, varfor inte?
e som ror grupp av barn/alla barn? Ja/Nej

o Om ja, pa vilket sitt? Om nej, varfor inte?

4. Hur arbetar nimnden/bolaget for att sikerstilla att enskilda barn och grupper av barn kan ta del av sina
rittigheter pa lika villkor som andra?

Svar:

1. Boplats Syd idr en bostadstérmedling och dger inga hyresfastigheter sjilv. Vi férmedlar de ligenheter
som anslutna hyresvirdar limnar till oss pa ett transparant sitt efter en rak k6. Den bostadssékande som
har lingst kétid och som uppfyller hyresvirdens grundkrav angaende till exempel ekonomi och
skétsamhet dr den som ska tilldelas ligenheten. Det finns ingen fértur och hela férmedlingsprocessen ér
helt transparent.

For att kunna stilla sig 1 var bostadské mdste man vara fyllda 17 4r och f6r att kunna sdka ligenhet och
skriva kontrakt médste man ha fyllt 18 ar.

1 sjilva térmedlingsprocessen gors inga provningar utifran barnens biésta i individirenden eller som r6r
grupp av barn/alla barn.

Bostadsbristen har varit ett patagligt problem under manga ar 1 Sverige, och i synnerhet i
storstadsregionerna. Men det 4r ocksa viktigt att konstatera att bostadsbristen inte drabbar alla pa samma
sitt. For en stor del av befolkningen édr bostadsbristen inte ett akut problem, da de 4nd4 kan efterfriga
bostad. Bostadsbristen dr mest kdnnbar bland hushill med svag betalningsférmaga. I denna grupp ingér
inte bara hushall som mottager férsorjningsstod, det finns dven en betydande andel barnfamiljer som far
bostadsbidrag eller barnbidrag. Boplats Syd ser dirfor ett tydligt behov av att forstielsen f6r
torsorjningsstdd, bostadsbidrag och barnbidrag kar si att fler fastighetsdgare accepterar detta som
inkomst. Detta dr lagstadgade offentliga trygghetssystem som 4r skapade for att ge méjligheter just for de
hushéll som behéver bostad, men som inte godkinns av flera hyresvirdar idag. Konsekvenserna blir att
hushdll som fir dessa std inte kan efterfriga en lika stor del av hyresbestindet som de annars skulle
kunna efterfraga.

Boplats Syd har regelbundna tridffar med alla hyresvirdar vi samarbetar med och vid dessa tillfillen
diskuterar vi alltid hyresvirdens krav och vilka méjligheter som finns att férenkla dessa.

I remissvar och debattinldgg har vi ocksa bade nationellt och regionalt efterlyst ett storre fokus pa det
befintliga bostadsbestandet, dir hyrorna ligger pd en niva som inkomstsvaga hushall kan efterfraga.

For att motverka den specifika bostadsbristen bland hushall med lag betalningsf6rmdga, behéver hyran 1
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delar av det befintliga hyresbestindet f6rbli lag nog f6r att dessa grupper ska kunna efterfriga dem. For att
sikerstilla att dessa ligenheter renoveras och f6rvaltas ansvarsfullt sd att bestandet av denna typ av
ldgenheter inte sjunker sa skulle till exempel MKB kunna spela en stor och viktig roll genom att i hégre
grad kopa dn bygga ligenheter. Pi detta sitt skulle det befintliga bostadsbestindet garanteras en trygg och
ansvarsfull foérvaltning utan att utarmas.

2. Denna fraga ir inte tillimplig f6r verksamheten eftersom vi inte har nigon relation med den som inte 4r
myndig.

3. Boplats Syd har regelbundna triffar med alla hyresvirdar vi samarbetar med och vid dessa tillfillen
diskuterar vi alltid hyresvirdens krav och vilka méjligheter som finns att férenkla dessa. Som en del av
utvirderingen av 2022 gjordes en samanstillning av de hyresvirdar vi férmedlar at och de krav som stills
av respektive hyresvird. Detta planerar vi att genomféra drligen for att moéjliggora ett 4n mer systematiskt
arbete

4. Det vi frimst kan géra for att enskilda barn och grupper av barn ska kunna ta del av sina réttigheter pa
lika villkor 4r att sdkerstilla att s manga ligenheter som mojligt limnas till vir transparanta férmedling fri
fran diskriminering samtidigt som vi fortsitter vart paverkansarbete kring hyresvirdens krav och deras syn
pa trygghetssystemen.

Uppfdljning intern kontroll 2022, Boplats Syd AB 16(21)

Transaktion 09222115557485949894

Bilaga 3




Sjalvskattning utifran kommungemensamma kriterier for

utvardering av intern kontroll
Sjalvskattning

Kontrollmiljo

Kriterium

Bedomning

Ansvar och befogenheter tydliggjorda

. Tillfredsstallande

Anvisningar antagna for intern kontroll

'.' Tillfredsstallande

Effektiv arbetsstruktur for arbetet med intern kontroll

.' Tillfredsstallande

Ledningsgrupperna tar ansvar for fungerande kontrollmiljo

'.' Tillfredsstallande

Riskanalys

Kriterium

Bedomning

Risker bedéms utifran sannolikhet och konsekvens och
dokumenteras

'.' Tillfredsstallande

Riskanalysen innehaller risker av varierande art

'.' Tillfredsstallande

Riskanalysen &r underlag for atgérder och granskningar

'.' Tillfredsstallande

Riskanalysen kommuniceras med namnden/styrelsen

. Tillfredsstallande

Kontrollaktiviteter

Kriterium

Bedomning

Det finns en relevant och konsekvent genomférd
granskningsmetodik

. Tillfredsstallande

Granskningar &r dokumenterade och kénda

.' Tillfredsstallande

Granskningar och atgarder ar anpassade och utvarderade i
forhallande till riskanalys

'.' Tillfredsstallande

Oberoende i forhallande till processen som granskas

'.' Tillfredsstallande

Kommunikation/information

Kriterium

Bedomning

Ledningsgrupperna hanterar kontinuerligt intern kontroll-fragor

'.' Tillfredsstallande

Informationstillgdngen ér tillracklig

. Tillfredsstallande

Nya chefer far introduktion om intern kontroll

.' Tillfredsstallande
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Uppfoljning/utvirdering

Kriterium

Bedomning

Atgérder vidtas vid konstaterade avvikelser

. Tillfredsstallande

Aterkoppling gérs till férvaltnings-/bolagsledningen

.' Tillfredsstallande

Aterkoppling gérs till nemnden/styrelsen

. Tillfredsstallande

Aterkoppling till berérda medarbetare

. Tillfredsstallande

Sjalvskattning

Kontrollmiljo

Kriterium

Bedémning

Fraga

Frivillig bedomning

Ansvar och befogenheter
tydliggjorda

. Tillfredsstallande

Finns det nedskrivet
vem/vilken funktion som
har vilket ansvar
avseende arbetet med
intern kontroll, d.v.s. vem
gor vad pd olika nivaer?

.Ja

Anvisningar antagna for
intern kontroll

® Tilfredsstallande

Finns det antagna
anvisningar for arbetet
med intern kontroll inom
namnden/bolaget?

Effektiv arbetsstruktur for
arbetet med intern
kontroll

. Tillfredsstallande

Finns det en
dokumenterad
tidsplanering over aret
for arbetet med intern
kontroll?

.Ja

Sker utvardering,
uppféljning och
forbattring av
kontrollmiljon arligen?

.Ja

Sker genomfdrande och
uppféljning enligt
uppgjord plan och
beslutad struktur?

.Ja

Ledningsgrupperna tar
ansvar for fungerande
kontrollmiljé

'-' Tillfredsstallande

Tas fragor om intern e Ja
kontroll kontinuerligt upp

pa ledningsgrupper pa

olika nivder?

Behandlas riskanalyser, e Ja

planering och resultat av
atgarder/granskningar
regelbundet av
ledningsgruppen?

Uppfdljning intern kontroll 2022, Boplats Syd AB

Transaktion 09222115557485949894

18(21)

Bilaga 3




Riskanalys

Kriterium

Bedémning

Fraga

Frivillig bedomning

Risker beddms utifran
sannolikhet och
konsekvens och
dokumenteras

'.' Tillfredsstallande

Finns det en
dokumenterad riskanalys
dar riskerna ar bedémda
utifran sannolikhet och
konsekvens?

.Ja

Riskanalysen innehaller
risker av varierande art

'-' Tillfredsstallande

Innehaller riskanalysen
risker av varierande art,
t.ex. verksambhet,
ekonomi, fértroende? Har
dessa risker overvégts
och dokumenterats?

.Ja

Omfattar riskanalysen
risker inom saval
verksamhet som
stodprocesser?

Omfattar riskanalysen
risker av sdval strategisk
som operativ karaktar?

.Ja

Riskanalysen &r underlag
for atgarder och
granskningar

® Tilfredsstallande

Utgor riskanalysen
underlag for planering av
vad som ar viktigast att
kontrollera/granska samt
planering fér vad som &r
viktigast att atgarda?

.Ja

Riskanalysen
kommuniceras med
namnden/styrelsen

'-' Tillfredsstallande

Far namnden/styrelsen
information om
forvaltningens/bolagets
riskanalysarbete?

.Ja

Bedoms informationen
leda till att
namnden/styrelsen blir
involverad?

.Ja

Kontrollaktiviteter

Kriterium

Bedomning

Fraga

Frivillig bed6mning

Det finns en relevant och
konsekvent genomford
granskningsmetodik

'-' Tillfredsstallande

Finns det definierade
relevanta metoder for
respektive granskning i
kontrollplanen
(granskningssatt, urval,
omfattning, frekvens
etc.)?

.Ja

Genomférs
kontrollaktiviteterna
metodiskt och i passande
omfattning i férhallande
till risk?

.Ja
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Kriterium Bedomning

Fraga

Frivillig bedomning

Genomfors kontrollerna
konsekvent och utan
undantag?

.Ja

Granskningar ar . Tillfredsstallande

dokumenterade och
kanda

Dokumenteras metod for
och resultat av
genomforda
granskningar i
granskningsrapport?

.Ja

Ar 3tgarder tydligt
beskrivna sa att det
framgar vad som ska
goras och varfor?

.Ja

Granskningar och . Tillfredsstallande

atgarder ar anpassade
och utvarderade i
forhallande till riskanalys

Har granskningsomraden
i kontrollplanen en grund
i en dokumenterad
riskanalys?

.Ja

Har atgarderna bedomts
utifran effektivitet?

.Ja

Beddms
kontrollkostnader mot
kontrollnytta?

.Ja

Oberoende i forhallande .' Tillfredsstallande

till processen som
granskas

Har eventuell
javsproblematik och
oberoende Overvagts i
valet av granskare och
metod fér granskningar
och inbyggda kontroller?

.Ja

Kommunikation/information

Kriterium Bedomning

Fraga

Frivillig bed6mning

Ledningsgrupperna . Tillfredsstallande

hanterar kontinuerligt
intern kontroll-fragor

Kommuniceras planering
och uppféljning av
internkontrollarbetet
kontinuerligt av
ledningsgrupper pa
overgripande niva
(avdelningsniva eller
motsvarande)?

.Ja

Informationstillgdngen ar . Tillfredsstallande

tillracklig

Finns information om
forvaltningens/bolagets
internkontrollarbete
tillgangligt pa intranatet?

.Ja

Har medarbetarna
tillracklig tillgang till
relevant information for
att en god intern kontroll
ska uppnas?

.Ja
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Kriterium

Bedomning

Fraga

Frivillig bedomning

Nya chefer far
introduktion om intern
kontroll

'.' Tillfredsstallande

Far nyanstallda chefer,
som en del i
introduktionen,
information och
utbildning om
internkontrollarbete och
sitt eget ansvar?

.Ja

Uppfoljning/utvirdering

Kriterium

Bedomning

Fraga

Frivillig bed6mning

Atgérder vidtas vid
konstaterade avvikelser

'.' Tillfredsstallande

Foreslads och genomfors
atgarder/forbattringar
utifran konstaterade
awvikelser vid
granskningar?

.Ja

Anvénds informationen i
rapportering fran
granskningar i det
reguljara kvalitetsarbetet?

.Ja

Finns exempel under ret
dar arbetet med intern
kontroll (riskanalyser,
atgarder och
granskningar) lett till
battre verksamhet och
minskad risk?

.Ja

Aterkoppling gors till
forvaltnings-
/bolagsledningen

'-' Tillfredsstallande

Gors aterkoppling till
forvaltnings-
/bolagsledningen av
resultatet av
internkontrollarbetet?

Aterkoppling gors till
namnden/styrelsen

. Tillfredsstallande

Gors aterkoppling till
namnden/styrelsen av
resultatet av
internkontrollarbetet?

.Ja

Aterkoppling till berérda
medarbetare

'-' Tillfredsstallande

Gors aterkoppling till
berérda medarbetare av
resultatet av
internkontrollarbetet?

.Ja
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Riskmatris - 2023 (Boplats Syd AB)

6,7 ,10,12

13,14 15 17

Konsekvens

Sannolikhet

°H69°Medel°Lég Totalt: 22

(2N
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TR Konsekvens sannolikhet

Lao 5 Synnerligen allvarligt Nastintill sakert
4 Allvarligt Troligt
3 Patagligt Méjligt
2 Kannbart Foga troligt
1 Knappt kénnbart Nastintill omgjligt
Riskkategori Risk Enhet Sannolikhet | Konsekvens | Riskvarde | Vidare hantering Till
mternkontrollplan
Verksamhet . 1 Bristande Boplats 4. Troligt 4. Allvarligt Granskning
tillganglighet Syd AB
Verksamhet 2 Efterlevnad koregler  Boplats 2. Foéga 4. Allvarligt 8 Granskning Ja
- Felaktig Syd AB troligt
handlaggning
Verksamhet . 3 Konkurrerande Boplats 4. Troligt 4. Allvarligt 16 Granskning Ja
férmedlingsverksamhet  Syd AB
Verksamhet B 4 Borttagning av sparri  Boplats 2. Féga 2. Kannbart 4 Granskning Ja
férmedlingsystemet Syd AB troligt
Fortroende B 5 Fortroendet skadas Boplats 3. Mdjlig 5. 15 Granskning Ja
pa grund av att Syd AB Synnerligen
systemet missbrukats allvarligt
Ekonomisk/Finansiell 6 Antalet betalande Boplats 3. Méjlig 4. Allvarligt 12 Granskning Ja
minskar Syd AB
Ekonomisk/Finansiell 7 Risk for bristande Boplats 3. Mgjlig 4. Allvarligt 12 Granskning Ja
féljsamhet mot Syd AB
skattelagstiftning
kopplat till férmaner
HR 8 Kompetens saknasi  Boplats 4. Troligt 3. Patagligt 12 Befintliga Nej
den egna Syd AB atgarder/inbyggda
organisationen kontroller bedéms
racka
HR 9 Nyckelpersoner Boplats 3. Mgjlig 3. Patagligt 9 Befintliga Nej
slutar Syd AB atgarder/inbyggda
kontroller bedéms
racka
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Riskkategori Risk Enhet Sannolikhet | Konsekvens | Riskvarde | Vidare hantering Till
|nternkontrollplan

10 Antalet féormedlade  Boplats 3. Méjlig 4. Allvarligt Befintliga
lagenheter minskar Syd AB atgarder/inbyggda
kontroller bedéms
racka
HR B 11 Okad sjukfranvaro Boplats 4. Troligt 4. Allvarligt 16 Granskning Ja
Syd AB
Kommunikation 12 Personuppgifter Boplats 3. Méjlig 4. Allvarligt 12 Granskning Ja

behandlas i strid med Syd AB
GDPR (artikel 30-

registret)
Kommunikation 13 Brister i Boplats 3. Mgjlig 4. Allvarligt 12 Granskning Ja
sekretessen Syd AB
Informationssékerhet 14 Manuellt andrade Boplats 3. Méjlig 4. Allvarligt 12 Granskning Ja
uppgifter Syd AB
Informationssékerhet 15 Kosystemet Boplats 3. Méjlig 4. Allvarligt 12 Granskning Ja
manipuleras Syd AB
Informationsséakerhet 16 Driftstorningar Boplats 3. Mgjlig 3. Patagligt 9 Befintliga Nej
Syd AB atgarder/inbyggda
kontroller bedéms
racka
Informationssékerhet 17 Behdrigheter for Boplats 3. Méjlig 4. Allvarligt 12 Granskning Ja
medarbetare Syd AB
Informationsséakerhet 18 Behdrigheter for Boplats 3. Mgjlig 3. Patagligt 9 Granskning Ja
agenter (hyresvardar) Syd AB
Informationsséakerhet . 19 Bibehallen kétid Boplats 2.Féga 2. Kannbart 4 Granskning Ja
Syd AB troligt
Informationssékerhet . 20 Gallring av Boplats 3. Méjlig 1. Knappt 3 Befintliga Nej
allmanna handlingar Syd AB kannbart atgarder/inbyggda
kontroller bedéms
racka
Upphandling/Inkop 21 Felaktiga Boplats 3. Mgjlig 4. Allvarligt 12 Befintliga Nej
direktupphandlingar Syd AB atgarder/inbyggda

kontroller beddms
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Riskkategori Risk Enhet Sannolikhet | Konsekvens | Riskvarde | Vidare hantering Till
internkontrollplan

racka
Arbetsmiljoé 22 Personalen utsétts Boplats 3. Mgjlig 3. Patagligt 9 Befintliga Nej
for hot Syd AB atgarder/inbyggda
kontroller bedéms
racka
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Riskanalys 2023
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Inledning

Boplats Syd AB:s internkontrollplan f6r 2023 ir framtagen utifrin de riskmatriser som tagits fram ute i
verksamheterna och 1 styrelsen. Planen omfattar granskningar dir syftet dr att planera omraden dér

sarskild kontroll behovs.

Rapportering till styrelsen gbrs minst en gang per kvartal.
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Bruttolista

Hir visas alla risker uppdelade utifran de riskkategorier som anvinds i Malmé stad. Samtliga riskkategorier
visas oavsett om det finns risker kopplade till dem eller e;j.

Kommungemensamma risker finns under en separat rubrik.

Verksamhet
Risk Sannolikhet  Konsekvens  Riskvarde Vldare. :I'|II
hantering internkontrollplan
Efterlevnad koregler 2. Foga 4. Allvarligt 8 Granskning Ja
- Felaktig troligt

handldaggning

Beskrivning av risk
Vi eller fastighetsdgaren brister i att folja kéreglerna. Vilket kan medféra att bostadssékande fdr oriktiga fordelar

eller nackdelar.

Riskansvarig
Emelie Backman

Konkurrerande 4. Troligt 4. Allvarligt 16 | Granskning Ja
formedlingsverksamhet

Beskrivning av risk
Konkurrenter vixer sig storre och vara anslutna fastighetsdgare och sékande ldmnar

Riskansvarig

Farshid Azadfar

Borttagning av sparr i 2. Féga 2. Kannbart 4 Granskning Ja
formedlingsystemet troligt

Beskrivning av risk
En sékande som blivit spdrrad i formedlingssystemet och sedan fatt spérren borttagen innan forfallodatum.

Riskansvarig
Nermin Delilovic

Fortroende

Vidare Till

Risk Sannolikhet Konsekvens Riskvarde . .
hantering internkontrollplan

Fortroendet 3. Mdjlig 5. Synnerligen 15 | Granskning Ja
skadas pa allvarligt

grund av att

systemet

missbrukats

Beskrivning av risk
Fusk eller manipulation av késystemet kan pavisas

Riskansvarig
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Risk Sannolikhet Konsekvens Riskvarde e Till

hantering internkontrollplan
Nermin Delilovic
Ekonomisk/Finansiell
Risk Sannolikhet Konsekvens Riskvarde Vldare. :I'|II
hantering internkontrollplan
Antalet 3. Mgjlig 4. Allvarligt 12 Granskning Ja
betalande
minskar
Beskrivning av risk
Fdrre kunder betalar sin kbéavgift. Intidkterna minskar.
Riskansvarig
Frans Stoops
HR
. . N . . Till
Risk Sannolikhet Konsekvens Riskvarde Vidare hantering .
internkontrollplan
Kompetens 4. Troligt 3. Patagligt 12 Befintliga Nej
saknas i den atgarder/inbyggda
egna kontroller bedéms
organisationen racka

Beskrivning av risk
Eftersom vi dr ett litet bolag sa finns det inte méjlighet for oss att sjilva ha den kompetens som krévs i alla delar.

Riskansvarig
Frans Stoops

Nyckelpersoner 3. Mojlig 3. Patagligt 9 Befintliga Nej
slutar atgarder/inbyggda
kontroller bedéms
racka

Beskrivning av risk
I en liten organisation blir det svdrt att uppridtthdlla kompetens och leverens om nyckelpersoner slutar

Riskansvarig
Frans Stoops

Antalet 3. Mgjlig 4. Allvarligt 12 Befintliga Nej
formedlade atgarder/inbyggda
lagenheter kontroller bedéms
minskar racka

Beskrivning av risk
Byggandet av nya ldgenheter minskar och férre ldgenheter ldmnas till oss fér formedling. Stigande réntor, 6kande
bygg- och materielkostnader samt leveransproblem skapar osdkerhet pd bostadsmarknaden.
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Risk Sannolikhet Konsekvens

Riskvirde

Vidare hantering

Till
internkontrollplan

Riskansvarig
Farshid Azadfar

16

Okad
sjukfranvaro

4. Troligt 4. Allvarligt

Granskning

Ja

Beskrivning av risk
Sjukskrivningarna 6kar

Riskansvarig
Frans Stoops

Kommunikation

Risk Sannolikhet Konsekvens

Riskvarde

Vidare
hantering

Till
internkontrollplan

Personuppgifter 4. Allvarligt 12
behandlas i

strid med GDPR

(artikel 30-

registret)

3. Méjlig

Granskning

Ja

Beskrivning av risk
Ottillatna personuppgifter sparas eller behandlas felaktigt

Riskansvarig
Nermin Delilovic

Brister i 4. Allvarligt 12

sekretessen

3. Méjlig

Granskning

Ja

Beskrivning av risk
Sekretessbelagda handlingar hanteras eller limnas ut felaktigt

Riskansvarig
Frans Stoops

Informationssakerhet

Risk Sannolikhet Konsekvens

Riskvarde

Vidare hantering

Till
internkontrollplan

Manuellt
andrade
uppgifter

3. Mojlig 4. Allvarligt 12

Granskning

Ja

Beskrivning av risk
Otillatna dndringar av kétid, betalningar och personnummer

Riskansvarig
Nermin Delilovic
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Till

Risk Sannolikhet Konsekvens Riskvarde Vidare hantering .
internkontrollplan

Kosystemet 3. Mgjlig 4. Allvarligt 12 Granskning Ja
manipuleras

Beskrivning av risk
Férmedlingssystemet manipuleras sd att sékande kan ga fore i kén.

Riskansvarig
Nermin Delilovic

Driftstérningar 3. Mdjlig 3. Patagligt 9 Befintliga Nej
atgarder/inbyggda
kontroller beddms
racka

Beskrivning av risk
Vi drabbas av driftstérningar som gér att vi och vdra kunder inte kommer Gt vart formedlingssystem.

Riskansvarig
Nermin Delilovic

Behorigheter 3. Majlig 4. Allvarligt 12 Granskning Ja
for
medarbetare

Beskrivning av risk
Anstdllda som bytt tjdnst eller slutat har kvar behérigheter.

Riskansvarig
Nermin Delilovic

Behorigheter 3. Majlig 3. Patagligt 9 Granskning Ja
for agenter
(hyresvardar)

Beskrivning av risk
Anstillda som slutat hos hyresvérd har kvar behérighet till hyresvirdsportalen eller hyresvérdar som inte ldngre
ladmnar nagra ldgenheter har kvar inloggning.

Riskansvarig
Nermin Delilovic

Bibehallen 2. Foga troligt 2. Kénnbart 4 Granskning Ja
kotid

Beskrivning av risk
Enligt Bostadsférmedlingens k- och férmedlingsregler ska den sékandes nya kétid rdknas fran
inflyttningsdatumet med undantag fran, studentbostdder, korttidskontrakt.

Riskansvarig
Nermin Delilovic

Gallring av 3. Mgjlig 1. Knappt 3 Befintliga Nej
allmédnna kannbart atgarder/inbyggda
handlingar
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Till

Risk Sannolikhet Konsekvens Riskvarde Vidare hantering e

kontroller bedoms

racka
Beskrivning av risk
Gallra allmdnna handlingar enligt gallringsplan
Riskansvarig
Frans Stoops
Upphandling/Inkop
Risk Sannolikhet Konsekvens Riskvidrde Vidare hantering :I'|II
internkontrollplan
Felaktiga 3. Mgjlig 4. Allvarligt 12 Befintliga Nej
direktupphandlingar atgarder/inbyggda
kontroller bedéms
racka
Beskrivning av risk
Otillatna direktupphandlingar genomférs
Riskansvarig
Frans Stoops
Arbetsmiljo
Risk Sannolikhet Konsekvens Riskvarde Vidare hantering :I'|II
internkontrollplan
Personalen 3. Mgjlig 3. Patagligt 9 Befintliga Nej
utsdtts for atgarder/inbyggda
hot kontroller bedéms
racka
Beskrivning av risk
Besékare upptrdder hotfullt
Riskansvarig
Emelie Backman
Riskanalys 2023, Boplats Syd AB 8(9)
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Risker som ligger till grund for kommungemensamma granskningar

Verksamhet
. . o Vidare .
Risk Sannolikhet Konsekvens Riskvarde . Till plan
hantering
Bristande 4. Troligt 4. Allvarligt 16 | Granskning Ja
tillganglighet

Beskrivning av risk

Risk for att alla mdnniskor inte kan ta del av stadens verksamheter, insatser och tjdnster pa grund av att
tillgénglighetsbrister inte l6pande identifieras och dtgdrdas. Det kan leda till bristande likvirdighet, diskriminering
och till att mdnskliga rdttigheter inte tillgodoses.

Ekonomisk/Finansiell

Risk Sannolikhet  Konsekvens  Riskvirde Vidare Till plan
hantering
Risk for bristande 3. Majlig 4. Allvarligt 12 Granskning Ja

foljsamhet mot
skattelagstiftning
kopplat till féormaner

Beskrivning av risk

Risk for bristande foljisamhet mot skattelagstiftningen ndr det handlar om férmaner pd grund av bristande
kunskaper och dalig félisamhet mot rutiner eller brister i dessa, vilket kan leda till ekonomiska konsekvenser och
ifragasatt fortroende fran allmdnheten.
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Inledning

Boplats Syd AB:s internkontrollplan f6r 2023 ir framtagen utifrin de riskmatriser som tagits fram ute i
verksamheterna och 1 styrelsen. Planen omfattar granskningar dir syftet dr att planera omraden dér

sarskild kontroll behovs.

Rapportering till styrelsen gbrs en gang per kvartal.
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Ansvar

Enligt Malmé stads reglemente £6r intern kontroll har bolagsstyrelsen det yttersta ansvaret f6r att den
interna kontrollen ér tillricklig inom dess ansvarsomraden och ska se till att det finns en organisering och
ett systematiskt arbetssitt som sikerstiller en god intern kontroll.

Ansvar for att internkontrollplanen f&ljs upp och granskas ligger hos VD. Kontrollerna kommer att ske i
samarbete med berdrd personal i verksamheten.
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Arbetsgang vid internkontrollgranskning

Kontrollerna kommer att genomforas 16pande enligt plan eller som stickprovskontroller alternativt
punktitgirder under 2023.
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Forvaltningschefens rapportering

Lopande rapportering sker till ledningsgruppen och styrelsen under aret. Slutrapportering av hur arbetet
med internkontrollplanen har fortlopt sker vid styrelsemétet 1 januari 2024.
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Inbyggda kontroller

Verksamheterna har flera olika inbyggda kontroller f6r risker upptagna i riskmatrisen. Dessa risker ar
markerade med " befintliga dtgirder/inbygeda kontroller bedéms ricka
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Atgirder

Inga av de upptagna riskerna har féranlett direktatgirder
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Granskningar
Bolagets granskningar

Personuppgifter behandlas i strid med GDPR (artikel 30-registret)
Beskrivning av risk

Ottillitna personuppgifter spatas eller behandlas felaktigt

Riskansvarig

Nermin Delilovic

Granskning

Gallring

Omraden och tillhérande rutiner som ska granskas:
Férmedlingssystemet Barbro

Syfte med granskningen:
Att ge svar pa om gallringen av personuppgifter genomfors i enlighet med gallringspolicy

Omfattning/avgransning:
Databasen Barbro

Granskningsmetod:
Kvartalsvis kontroll av databasen

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till namnd/styrelse (tidpunkt):
Lopande varje kvartal

Brister i sekretessen

Beskrivning av risk

Sekretessbelagda handlingar hanteras eller limnas ut felaktigt
Riskansvarig

Frans Stoops

Granskning

Kontroll av diarie

Omraden och tillhérande rutiner som ska granskas:
Diariet

Syfte med granskningen:
Att ge svar pa om allmanna handlingar diariefors och hanteras pa ratt satt

Omfattning/avgransning:
Boplats Syds diarie

Granskningsmetod:
Kvartalsvis granskning av diariet
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Granskning

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Manuellt andrade uppgifter

Beskrivning av risk

Otillatna dndringar av kétid, betalningar och personnummer
Riskansvarig

Nermin Delilovic

Granskning

Manuell @ndring av uppgifter

Omraden och tillhérande rutiner som ska granskas:
Formedlingssystemet Barbro

Syfte med granskningen:

Att ge svar pa om nagon har andrat uppgifter genom otillaten paverkan och dyl.

Omfattning/avgransning:
Granskningen omfattar dndringar av kétider, personnummer och namn

Granskningsmetod:
Manadsvis granskning av:
Manuellt dndrad kétid
Andrade personnummer

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Kosystemet manipuleras

Beskrivning av risk

Férmedlingssystemet manipuleras si att skande kan g fére 1 kon.
Riskansvarig

Nermin Delilovic

Granskning

Kosystemet manipuleras

Omraden och tillhérande rutiner som ska granskas:
Férmedlingssystemet Barbro

Syfte med granskningen:
Syftet med granskningen ar att sakerstalla att kosystemet inte kan manipuleras.
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Granskning

Omfattning/avgransning:
Granskningen kommer att omfatta behdrigheter och roller.

Granskningsmetod:
Alla behorigheter och roller i systemet kommer att gas igenom av systemforvaltaren kvartalsvis.

Rapportering av resultat till:
Lopande till ledningsgruppen och till styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Fortroendet skadas pa grund av att systemet missbrukats
Beskrivning av risk

Fusk eller manipulation av kosystemet kan pavisas

Riskansvarig

Nermin Delilovic

Granskning

Fortroendet skadas pa grund av att systemet missbrukas

Syfte med granskningen:
Syftet med granskningen ar att ge svar pa om eventuellt missbruk av systemet har skadat fortroendet

Omfattning/avgransning:
Granskningen ska svara pa i vilken omfattning fortroendet for Boplats Syds verksamhet skadats av eventuellt
missbruk av formedlingssystemet

Granskningsmetod:
Granskningen kommer att ske genom en nojdkundundersékning som véander sig bade till hyresvardar och
bostadssdkande

Rapportering av resultat till:
Till ledningsgrupp och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Resultat av n6jd kundindex december 2022

Efterlevnad koregler - Felaktig handlaggning
Beskrivning av risk

Vi eller fastichetsdgaren brister i att f6lja koreglerna. Vilket kan medféra att bostadssékande far oriktiga
tordelar eller nackdelar.

Riskansvarig

Emelie Backman

Granskning

Efterlevnad kravmallar

Omraden och tillhérande rutiner som ska granskas:
Férmedlade lagenheter
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Granskning

Syfte med granskningen:
Ge svar pa om kravmallarna f6ljs och identifiera eventuella brister

Omfattning/avgransning:
Alla férmedlade lagenheter

Granskningsmetod:
Kvartalsvis uppféljning av anvénda kravmallar

Rapportering av resultat till:
Lopande till ledningsgrupp och styrelsen.

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande kvartalsvis

Konkurrerande formedlingsverksamhet
Beskrivning av risk
Konkurrenter vixer sig storre och vira anslutna fastighetsdgare och sékande limnar

Riskansvarig

Farshid Azadfar

Granskning

Konkurrerande formedling

Omraden och tillhérande rutiner som ska granskas:
Hur férmedlingen i vart férmedlingsomrade utvecklas

Syfte med granskningen:
Att ge svar pa i vilken grad vi ar konkurrensutsatta

Omfattning/avgransning:
Geografiskt avgransat till férmedling i Skane

Granskningsmetod:

upphdr att lamna in ldgenheter ska det foljas upp.

Regelbunden kontroll av vilka hyresvardar som formedlar lagenheter via vara konkurrenters hemsida/verktyg
Lépande uppfoljning av de hyresvardar som vi har férmedlingséverenskommelser med. Om nagon hyresvard

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Antalet betalande minskar

Beskrivning av risk

Firre kunder betalar sin kbavgift. Intdkterna minskar.
Riskansvarig

Frans Stoops
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Granskning

Antalet betalande minskar

Omraden och tillhérande rutiner som ska granskas:
Ekonomiuppféljning av intakter

Syfte med granskningen:
Se sa intakterna inte minskar

Omfattning/avgransning:
Férmedlingssystemet Barbro

Granskningsmetod:
Kontrollera i Barbro och i Bl sa antalet betalande i bostadskon inte minskar

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Okad sjukfranvaro
Beskrivning av risk
Sjukskrivningarna 6kar
Riskansvarig

Frans Stoops

Granskning

Okad sjukskrivning pga stress och 6kad arbetsbelastning

Omraden och tillhérande rutiner som ska granskas:
Sjukanmalningar och flexrapporter.

Syfte med granskningen:
Att ge svar pa om stress och 6kad arbetsbelastning gor att sjukskrivningarna okar

Omfattning/avgransning:
Granskningen omfattar all personal pa Boplats Syd

Granskningsmetod:
Manadsvis kontroll av flexavstamning och sjukfranvaro

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Behorigheter for medarbetare

Beskrivning av risk

Anstillda som bytt tjanst eller slutat har kvar behorigheter.
Riskansvarig

Nermin Delilovic
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Granskning

Behdrigheter for medarbetare

Omraden och tillhérande rutiner som ska granskas:
Alla vara tjanster och IT-system

Syfte med granskningen:
Syftet ar att kontrollera sa personer som slutat inte langre har behorigheter samt de som bytt tjanst har ratt
behorighet.

Omfattning/avgransning:
Granskningen kommer att omfatta behorigheter i vara molntjanster och system

Granskningsmetod:
Kontrollera behdrighetslistan sa ingen som slutat finns kvar samt att de som bytt tjanst inte har kvar
behdrigheter man inte skall ha.

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Behorigheter for agenter (hyresvardar)
Beskrivning av risk

Anstillda som slutat hos hyresvird har kvar behérighet till hyresvirdsportalen eller hyresvirdar som inte
lingre limnar nigra ligenheter har kvar inloggning.

Riskansvarig

Nermin Delilovic

Granskning

Kontrollera behorigheter for agenter

Omraden och tillhérande rutiner som ska granskas:
Formedlingssystemet Barbro

Syfte med granskningen:
Syftet ar att kontrollera sa att tidigare anstallda hos hyresvéarden har kvar inloggning till systemet.

Omfattning/avgransning:
Anvéndarkonton i Barbro

Granskningsmetod:
Kontroller vem som har agentinloggning till Hyresvardsportalen i Barbro. Kontakta respektive hyresvérd for att
se om personerna fortfarande skall ha inloggning.

Rapportering av resultat till:
Lopande till ledningsgrupp och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
2 ganger / ar
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Bibehallen kotid
Beskrivning av risk

Enligt Bostadsférmedlingens ké- och férmedlingsregler ska den sokandes nya kotid riknas fran
inflyttningsdatumet med undantag frin, studentbostider, korttidskontrakt.

Riskansvarig

Nermin Delilovic

Granskning

Bibehallen koétid

Omraden och tillhérande rutiner som ska granskas:
Manuellt &ndrade kotider

Syfte med granskningen:
Granska bostadssokande vars kotider har uppdaterats manuellt for att sékerstélla att andringen ar attesterad av
behorig samt blivit ratt.

Omfattning/avgransning:
Férmedlingssystemet Barbro

Granskningsmetod:
Ta ut lista pa alla andringar av kotider i databasen. Granska varje andring genom att kontrollera den sékandes
profil och logginformation.

Rapportering av resultat till:
Lopande till ledningsgruppen och styrelsen.

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Borttagning av sparr i formedlingsystemet
Beskrivning av risk

En s6kande som blivit sparrad i f6rmedlingssystemet och sedan fatt spirren borttagen innan
forfallodatum.

Riskansvarig

Nermin Delilovic

Granskning

Borttagning av spérr i formedlingssystemet

Omraden och tillhérande rutiner som ska granskas:
Granska alla borttagna sparrar i formedlingssystemet

Syfte med granskningen:
Ge svar pa om nagon sparr ar felaktig borttagen

Omfattning/avgransning:
Alla spéarrar

Granskningsmetod:
Manadsvis ta ut en andringsrapport i formedlingssystemet Barbro
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Granskning

Rapportering av resultat till:
Lopande till ledningsgrupp och styrelsen

Aterrapportering till nimnd/styrelse (tidpunkt):
Lopande varje kvartal

Kommungemensamma granskningar

Bristande tillganglighet
Beskrivning av risk

Risk for att alla méinniskor inte kan ta del av stadens verksamheter, insatser och tjdnster pd grund av att
tillgidnglighetsbrister inte 16pande identifieras och édtgirdas. Det kan leda till bristande likvirdighet,
diskriminering och till att minskliga rittigheter inte tillgodoses.

Granskning

Bristande tillganglighet

Omraden och tillhérande rutiner som ska granskas:

Granskningen utgar fran det nationella malet for funktionshinderpolitiken: Att med FN:s konvention om
rattigheter for personer med funktionsnedsattning som utgangspunkt uppna jamlikhet i levnadsvillkor och full
delaktighet i samhallet for personer med funktionsnedséattning i ett samhalle med mangfald som grund.

FN:s konvention om rattigheter for personer med funktionsnedsattning antogs 2006 av FN:s generalférsamling
och ratificerades av Sverige 2008.

Tillganglighet innebér [i detta sammanhang - definition fran Myndigheten for delaktighet (MFD)] att samhéllet
utformas for att s& manga som mojligt ska kunna ta del av det. En forutsattning for att manga personer med
funktionsnedséattning ska kunna vara delaktiga i samhallet ar tillganglighet. Tillgdnglighet handlar om att kunna
ta del av den fysiska miljon och kunna ta sig runt i samhallet. Det innebar ocksa att fa tillgang till information
och kommunikation och att kunna anvanda produkter, miljder, program och tjanster.

Syfte med granskningen:

Syftet med granskningen ar att undersdka hur Malmé stads forvaltningar och heldgda bolag arbetar for att
sakerstalla att det sker ett [6pande arbete for att identifiera brister och férbattra tillgangligheten i befintliga
lokaler dér kommunal verksamhet bedrivs. Granskningen syftar ocksa till att tydliggora ansvar och rutiner samt
till att identifiera mojliga utvecklingsomraden.

Omfattning/avgransning:
Granskningen omfattar Malmé stads samtliga namnder och helagda bolag och genomférs pa samma séatt av
namnder och bolag. Tillgénglighet ar ett omfattande omrade och avgransning har gjorts till lokaler.

Granskningsmetod:
Granskningen kommer att genomfdras pa samma satt for stadens namnder och bolag och bestar av tva delar:

« Granskning genom fragor kring namndens/bolagets arbete med att systematiskt identifiera och atgarda
befintliga tillgdnglighetsbrister i lokaler dar kommunal verksamhet bedrivs, hur samverkan med relevanta

aktorer bedrivs etcetera.

« Granskning av tillgangligheten vid ett antal utvalda lokaler, med utgangspunkt fran checklista.

Aterrapportering till nimnd/styrelse (tidpunkt):
Aterrapportering ska goras senast i samband med uppféljning av intern kontroll 2023.
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Risk for bristande foljsamhet mot skattelagstiftning kopplat till formaner
Beskrivning av risk

Risk for bristande féljsamhet mot skattelagstiftningen nir det handlar om f6rmaner pa grund av bristande
kunskaper och dilig foljsamhet mot rutiner eller brister i dessa, vilket kan leda till ekonomiska
konsekvenser och ifragasatt fortroende frian allménheten.

Granskning

Kostférmaner

Omraden och tillhérande rutiner som ska granskas:
Granskningen omfattar instruktioner/policyer och liknande samt rutiner som syftar till att sékerstalla att det blir
ratt utifran gallande regler pd omradet kostférmaner.

Syfte med granskningen:

Syftet med granskningen ar att fa fram underlag for att bedoma huruvida det ar latt att gora ratt, och
darigenom kunna uppskatta behov av atgarder exempelvis i form av informationsinsatser och férbattrade
rutiner for att forebygga, upptacka och hantera brister.

Omfattning/avgransning:

Granskningen omfattar namnder och heldgda bolag och avgransas till interna sammankomster. Avgrénsningen
till interna sammankomster har gjorts av resursskal och for att det beddms att risken att det blir fel &ar storst
inom detta omrade.

Granskningsmetod:
Granskningen bestar av tva delar, dels fakturagranskning och dels ett antal fragor, bland annat kring férekomst
och kvalitet i instruktioner/policyer och liknande.

Fakturagranskingen sker utifran ett urval av fakturor. Stadskontoret bistar forvaltningar och bolag med att ta
fram slumpmassiga urval av fakturor som avser interna sammankomster. Antalet fakturor att granska kommer
att vara proportionellt mot omfattningen i respektive ndmnd/bolag. Ett underlag fér dokumentation av
granskningen av fakturorna kommer att tillhandahallas tillsammans med mer detaljerade anvisningar.

Utover fakturagranskningen kommer respektive namnd/bolagsstyrelse fa svara pa ett antal fragor. Dels fragor
kring forekomst och kvalitet i instruktioner/policyer och liknande kopplat till resultatet av fakturagranskningen,
dels fragor kring hur namnden/bolaget arbetar med att sakerstalla att det blir ratt.

Aterrapportering till nimnd/styrelse (tidpunkt):
Aterrapportering ska goras senast i samband med uppféljning av intern kontroll 2023.
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Svar pa remiss angaende Motion av Nicola Rabi (M) att skapa tillfalliga bostader till
efterfragad, nyinflyttad och hogkvalificerad arbetskraft i syfte att Malmo stad skall fa
en battre tillvaxt samt 6kade skatteintakter.

STK-2022-744

Yttrande

Under 2019-2020 utredde Stadskontoret behovet av att i Malmo inféra naringslivsfortur (STK-2019-
1286). | utredningen konstaterade Stadskontoret att det inte fanns nagot tydligt behov av
naringslivsfortur riktat till naringslivet generellt.

| utredningen konstateras ocksa att det rader brist pa bostader i Malmo idag till féljd av att
bostadsbyggandet under lang tid har gatt i otakt med befolkningsdkningen. Fler bostader byggs, men
det ar fortfarande manga grupper som inte kan ta del av 6kningen av bostader eftersom de saknar
ekonomiska mojligheter att efterfraga det som byggs. Fér hushall med tillracklig betalningsformaga
bedomdes daremot bostadsmarknaden vara i balans i dagslaget. Det har understroks av den statistik
som finns for lagenheter férmedlade via Boplats Syd.

Boplats Syd har i uppdrag att formedla hyreslagenheter inom Malmdregionen med omnejd och dven
bedriva annan darmed sammanhdngande verksamhet. Syftet med bolagets verksamhet ar att framja
bostadsforsorjningen och verka for att underlatta intrdde pa bostadsmarknaden.

Boplats Syd forsoker alltid paverka de krav som hyresvardarna stéller pa sokande for att underlatta
intrade pa bostadsmarknaden men sa ldnge kraven inte bryter mot diskrimineringslagen sa kan varje
hyresvard satta sina egna krav.

Hoga krav kombinerat med hoga hyresnivaer innebér att fa av de sékande Malméborna med lag
inkomst kan efterfraga en ny lagenhet i Malmo. For sokande bosatta utanfor Malmé ar det nast intill
omojligt att flytta in till Malmo om man inte har jobb. Medan det for sokande bosatta utanfér Malmo
med god ekonomi finns stora mojligheter att fa lagenhet ocksa med valdigt kort kotid. Nagot som i
praktiken innebar att det i befintlig formedling redan finns naringslivsfortur till férstahandskontrakt
och Boplats Syd kan mot bakgrund av detta darfér inte se nagot behov av naringslivsfortur riktat till
naringslivet generellt.

Malmo 2022-09-01

Krister Hjelm

VD, Boplats Syd AB
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Motion

Skapa tillfdlliga bostader till efterfragad, nyinflyttad och
hogkvalificerad arbetskraft — i syfte att Malmo stad skall fa en
battre tillvaxt samt 6kade skatteintakter.

Malmo stad har idag flera mycket fina foretag som vaxer starkt och som vill vaxa mer.

Tyvarr finns det idag olika hinder for deras tillvaxt. Ett av dessa hinder, som jag fatt bekraftat av
de foretag som jag haft dialog med, ar att det ar svart att fa tag pa bostader for nyinflyttad
personal till Malmo.

Som nyanstalld kan det kdannas som ett allt for stort steg att innan man tilltrader sitt nya arbete i
Malmo kopa en insats- eller dgarlagenhet. Dessutom kan manga ha svart med kontantinsatsen
om man till exempel dr nyexaminerad. Genom de rutiner med késystem som Malmo har i sin
bostadsformedling (Boplats Syd) ar dessutom majligheten fér en person som far ett arbete i
Malmo sma for att finna en hyresratt som kan tilltradas med kort framférhallning.

Malmo stad skall vara en vdalkomnande attraktiv stad att flytta till for att forverkliga sina
drommar. Idag dodas den drommen for manga redan innan de fatt jobbet, da det ar nast intill
omoijligt att fa tillgang till ett boende. Enligt dialog med foretagen ar det lattare att fa tag pa
boende i London eller New York dn i Malmo. For att rada bot pa detta vore det rimligt att
Malmo stad genom MKB eller privata fastighetsbolag hyr in lagenheter for att under en
begransad tid hyra ut i andra hand till nyinflyttade, med sadan kompetens som efterfragas av
vara Malmoforetag.

Manga av vara foretag, speciellt inom hogteknologi och dataspel, som vaxer snabbt, ar tvungna
att ta in kompetenser fran andra stader och lander for att kunna fortsatta vaxa. Nar foretagen
inte kan vaxa langre i Malmo genom att deras blivande anstéllda inte kan finna en bostad finns
risken att foretagen flyttar till annan ort eller i vissa fall till utlandet. Detta innebér pa sikt att
Malmo stad forlorar skatteintakter samt far en langsammare tillvaxt av vara foretag.

Trots att det i botten &r samma lagar som galler oavsett var du startar ett foretag i Sverige, sa

upplevs forutsattningarna helt olika beroende pa i vilken stad féretaget finns. Kommunens roll
ar darfor viktig for att skapa goda forutsattningar for foretagens tillvaxt. Om Malmo skapar
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battre forutsattningar for att foretagen ska kunna vaxa hoppas jag att Malmo kan klattra vidare
fran att vara pa plats 156 av Sveriges 290 kommuner enligt foretagsklimat senast méatning 2021.
Med denna motion vill jag darfor forsdka bidra till att Malmo stad far battre forutsattningar att

Oka skatteintakterna genom att Malmo ater blir en stark tillvaxtmotor i regionen.

| syfte att underlatta for expansiva foretag att, forutom anstallning, dven erbjuda en mdjlighet
till boende for nyinflyttade medan vederbérande darefter kan séka sin ordinarie bostad féreslar
jag Kommunfullmaktige besluta:

Att uppdra at Kommunstyrelsen att tillsammans med MKB och berérda namnder utreda ett
system for sarskilda ldagenheter, som kan upplatas i andra hand till korttidsboende for
nyanstadllda malmobor med av foretagen efterfragad hogkvalificerad kompetens.

Malmo6 den 2022.05.25

Nicola Rabi (M)
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Alternativt forslag till remissvar fran Niclas R6hr

Svar pa remiss angaende Motion av Nicola Rabi (M) att skapa tillfalliga bostader till
efterfragad, nyinflyttad och hogkvalificerad arbetskraft i syfte att Malmo stad skall fa
en battre tillvaxt samt 6kade skatteintakter.

STK-2022-744

Yttrande

Under 2019-2020 utredde Stadskontoret behovet av att i Malmo inféra naringslivsfortur (STK-2019-
1286). | utredningen konstaterade Stadskontoret att det inte fanns nagot tydligt behov av
naringslivsfortur riktat till naringslivet generellt.

| utredningen konstateras ocksa att det rader brist pa bostader i Malmo idag till féljd av att
bostadsbyggandet under lang tid har gatt i otakt med befolkningsdkningen. Fler bostader byggs, men
det &r fortfarande manga grupper som inte kan ta del av 6kningen av bostader eftersom de saknar
ekonomiska majligheter att efterfraga det som byggs. For hushall med tillracklig betalningsformaga
bedomdes daremot bostadsmarknaden vara i balans i dagslaget. Det har understroks av den statistik
som finns for lagenheter férmedlade via Boplats Syd.

Boplats Syd har i uppdrag att formedla hyreslagenheter inom Malmdregionen med omnejd och dven
bedriva annan darmed sammanhdngande verksamhet. Syftet med bolagets verksamhet ar att framja
bostadsforsorjningen och verka for att underlatta intrdde pa bostadsmarknaden.

Boplats Syd forsoker alltid paverka de krav som hyresvardarna staller pa sokande for att underlatta
intrade pa bostadsmarknaden men sa lange kraven inte bryter mot diskrimineringslagen sa kan varje
hyresvard satta sina egna krav.

Boplats Syd erbjuder alltid en rak bostadsk® till alla segment, utan fortur till nagon.
Med hansyn till detta kan inte en fortur riktat mot t.ex. naringslivet anses som fordelaktig for Boplats
Syds bostadskoé och verksamheten.

Malmo 2022-06-28

Krister Hjelm

VD, Boplats Syd AB

Transaktion 09222115557485949894

Bilaga 8




Malmo den 2022-09-14

Reservation

Boplats Syd har fatt i uppdrag att yttra sig genom remiss angaende Motion av Nicola Rabi (M) att skapa
tillfalliga bostader till efterfragad, nyinflyttad och hégkvalificerad arbetskraft i syfte att Malmo stad skall fa en
battre tillvaxt samt 6kade skatteintdkter. STK-2022-744

Min uppfattning ar att forslaget som presenterats gallande Boplats Syds yttrande blir for politiskt riktat iom
skrivelser i sista stycket.

Med detta i atanke har jag skickat in ett reviderat forslag pa remissvar dar sista stycket stryks och endast kort
forklarar att Boplats Syd alltid har ett rakt kdsystem utan undantag.

Med anledning av detta reserverar jag mig mot utsant remissvar till forman for av mig tidigare inskickat forslag.

Niclas Rohr

Vice ordférande, Boplats Syd

Transaktion 09222115557485949894
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-01-26 13:46:11.792238 UTC ±47 ms

    		2023-01-26 12:47:23.957561 UTC

    		

      94.255.131.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36 Edg/109.0.1518.61

      

    

    		

      

        The initiator Krister Hjelm (KH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-02-05 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-01-26 13:46:11.792238 UTC ±47 ms

    		2023-01-26 12:47:23.957561 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (frans.stoops@boplatssyd.se) to Frans Stoops (FS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-01-26 13:46:46.185799 UTC ±48 ms

    		2023-01-26 12:47:23.957561 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Frans Stoops (FS) was delivered.

      


    

  



  

  

    		2023-01-26 14:08:29.10125 UTC ±19 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to frans.stoops@boplatssyd.se was opened.

      


    

  



  

  

    		2023-01-26 14:08:31.600891 UTC ±19 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      89.160.80.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36 Edg/109.0.1518.61

      

    

    		

      

        The party Frans Stoops (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-01-26 14:08:49.347349 UTC ±19 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Frans Stoops (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) signed in the signature box “signature 1”.
[image: signature]
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    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 1 - Bolagsbudget 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 - Bolagsbudget 2023.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 2 - Uppföljning av internkontroll december 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 - Uppföljning av internkontroll december 2022.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 3 - Uppfoljning intern kontroll 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 3 - Uppfoljning intern kontroll 2022.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 4 -  Riskmatris". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 4 -  Riskmatris.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 5 - Riskanalys 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 5 - Riskanalys 2023.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 6 - Internkontrollplan 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 6 - Internkontrollplan 2023.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 7 - Svar på remiss angående motion av Nicola Rabi". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 7 - Svar på remiss angående motion av Nicola Rabi.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) checked the checkbox "Bilaga 9 - Reservation från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 9 - Reservation från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.31.65

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Frans Stoops (FS) signed the document.

      


    

  



  

  

    		2023-01-26 14:10:14.307455 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sven-erikroland.rasmusson@malmo.se) to Sven-Erik Rasmusson (SR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-01-26 14:10:23.677952 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sven-Erik Rasmusson (SR) was delivered.

      


    

  



  

  

    		2023-01-26 14:10:41.310405 UTC ±20 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sven-erikroland.rasmusson@malmo.se was opened.

      


    

  



  

  

    		2023-01-26 14:10:42.602621 UTC ±21 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The party Sven-Erik Rasmusson (SR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) signed in the signature box “signature 2”.
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    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 1 - Bolagsbudget 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 - Bolagsbudget 2023.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 2 - Uppföljning av internkontroll december 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 - Uppföljning av internkontroll december 2022.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 3 - Uppfoljning intern kontroll 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 3 - Uppfoljning intern kontroll 2022.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 4 -  Riskmatris". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 4 -  Riskmatris.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 5 - Riskanalys 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 5 - Riskanalys 2023.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 6 - Internkontrollplan 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 6 - Internkontrollplan 2023.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 7 - Svar på remiss angående motion av Nicola Rabi". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 7 - Svar på remiss angående motion av Nicola Rabi.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) checked the checkbox "Bilaga 9 - Reservation från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 9 - Reservation från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      185.216.152.204

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Safari/605.1.15

      

    

    		

      

        The signatory Sven-Erik Rasmusson (SR) signed the document.

      


    

  



  

  

    		2023-01-26 14:12:04.57246 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (niclas@niclas.nu) to Niclas Röhr (NR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-01-26 14:12:11.648994 UTC ±22 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Niclas Röhr (NR) was delivered.

      


    

  



  

  

    		2023-01-26 14:21:06.620962 UTC ±29 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to niclas@niclas.nu was opened.

      


    

  



  

  

    		2023-01-26 14:21:25.020158 UTC ±29 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Niclas Röhr (NR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) signed in the signature box “signature 3”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		4		0.451		0.178



 

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 1 - Bolagsbudget 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 - Bolagsbudget 2023.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 2 - Uppföljning av internkontroll december 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 - Uppföljning av internkontroll december 2022.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 3 - Uppfoljning intern kontroll 2022". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 3 - Uppfoljning intern kontroll 2022.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 4 -  Riskmatris". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 4 -  Riskmatris.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 5 - Riskanalys 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 5 - Riskanalys 2023.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 6 - Internkontrollplan 2023". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 6 - Internkontrollplan 2023.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 7 - Svar på remiss angående motion av Nicola Rabi". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 7 - Svar på remiss angående motion av Nicola Rabi.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 8 - Alternativt förslag till remissvar från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) checked the checkbox "Bilaga 9 - Reservation från Niclas Röhr". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 9 - Reservation från Niclas Röhr.".

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      104.28.45.54

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Niclas Röhr (NR) signed the document.

      


    

  



  

  

    		2023-01-26 14:22:28.389161 UTC ±30 ms

    		2023-01-26 13:47:26.07791 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.2 patchlevel 8 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.87 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.589%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-12-15 22:07:44.889925 UTC and 2023-01-26 13:47:26.07791 UTC:







  		Time collected

  		Clock offset







  

    		2022-12-15 22:07:44.889925

    		-0.8 ms

  





  

    		2022-12-15 23:07:46.943725

    		0.1 ms

  





  

    		2022-12-16 00:07:48.802452

    		-0.8 ms

  





  

    		2022-12-16 01:07:51.470196

    		2.2 ms

  





  

    		2022-12-16 02:07:53.30357

    		0.5 ms

  





  

    		2022-12-16 03:07:56.674373

    		-2.3 ms

  





  

    		2022-12-16 04:07:58.401577

    		-0.5 ms

  





  

    		2022-12-16 05:08:00.927896

    		1.5 ms

  





  

    		2022-12-16 06:08:03.475285

    		2.6 ms

  





  

    		2022-12-16 07:08:05.414746

    		1.7 ms

  





  

    		2022-12-16 08:08:07.43049

    		-0.4 ms

  





  

    		2022-12-16 09:08:09.019589

    		-0.1 ms

  





  

    		2022-12-16 10:08:11.699317

    		0.5 ms

  





  

    		2022-12-16 11:08:14.039733

    		0.2 ms

  





  

    		2022-12-16 12:08:15.445334

    		-0.9 ms

  





  

    		2022-12-16 13:08:17.459988

    		0.9 ms

  





  

    		2022-12-16 14:08:19.208675

    		1.1 ms

  





  

    		2022-12-16 15:08:20.837033

    		0.7 ms

  





  

    		2022-12-16 16:08:23.005045

    		1.3 ms

  





  

    		2022-12-16 17:08:25.799919

    		1.3 ms

  





  

    		2022-12-16 18:08:27.89829

    		-1.7 ms

  





  

    		2022-12-16 19:08:29.737757

    		0.7 ms

  





  

    		2022-12-16 20:08:32.757021

    		-2.2 ms

  





  

    		2022-12-16 21:08:34.402084

    		-2.0 ms

  





  

    		2022-12-16 22:08:36.244396

    		-0.9 ms

  





  

    		2022-12-16 23:08:38.311375

    		0.4 ms

  





  

    		2022-12-17 00:08:40.994411

    		0.1 ms

  





  

    		2022-12-17 01:08:42.774658

    		0.5 ms

  





  

    		2022-12-17 02:08:45.997176

    		-0.6 ms

  





  

    		2022-12-17 03:08:47.70979

    		-1.2 ms

  





  

    		2022-12-17 04:08:50.094304

    		-0.4 ms

  





  

    		2022-12-17 05:08:53.880154

    		0.8 ms

  





  

    		2022-12-17 06:08:55.430099

    		0.6 ms

  





  

    		2022-12-17 07:08:58.469822

    		-0.1 ms

  





  

    		2022-12-17 08:09:01.623383

    		0.5 ms

  





  

    		2022-12-17 09:09:03.630695

    		0.0 ms

  





  

    		2022-12-17 10:09:06.032291

    		0.8 ms

  





  

    		2022-12-17 11:09:07.6666

    		-0.9 ms

  





  

    		2022-12-17 12:09:09.121726

    		0.8 ms

  





  

    		2022-12-17 13:09:10.678716

    		-0.3 ms

  





  

    		2022-12-17 14:09:12.296535

    		-0.4 ms

  





  

    		2022-12-17 15:09:13.857958

    		-0.6 ms

  





  

    		2022-12-17 16:09:15.359616

    		-0.9 ms

  





  

    		2022-12-17 17:09:17.361533

    		-1.1 ms

  





  

    		2022-12-17 18:09:19.485635

    		-0.9 ms

  





  

    		2022-12-17 19:09:21.891291

    		0.6 ms

  





  

    		2022-12-17 20:09:23.606256

    		0.5 ms

  





  

    		2022-12-17 21:09:25.337972

    		0.7 ms

  





  

    		2022-12-17 22:09:28.423633

    		0.2 ms

  





  

    		2022-12-17 23:09:30.487247

    		-2.1 ms

  





  

    		2022-12-18 00:09:32.138432

    		-0.5 ms

  





  

    		2022-12-18 01:09:35.287608

    		-0.8 ms

  





  

    		2022-12-18 02:09:36.876715

    		0.0 ms

  





  

    		2022-12-18 03:09:39.97767

    		0.3 ms

  





  

    		2022-12-18 04:09:42.840249

    		0.3 ms

  





  

    		2022-12-18 05:09:45.332389

    		-0.6 ms

  





  

    		2022-12-18 06:09:47.227289

    		-0.1 ms

  





  

    		2022-12-18 07:09:50.22393

    		0.3 ms

  





  

    		2022-12-18 08:09:53.303677

    		-0.9 ms

  





  

    		2022-12-18 09:09:54.878037

    		-2.7 ms

  





  

    		2022-12-18 10:09:56.368254

    		0.6 ms

  





  

    		2022-12-18 11:09:58.685457

    		2.2 ms

  





  

    		2022-12-18 12:10:00.345276

    		0.3 ms

  





  

    		2022-12-18 13:10:02.852859

    		-1.0 ms

  





  

    		2022-12-18 14:10:04.51946

    		2.6 ms

  





  

    		2022-12-18 15:10:06.72398

    		0.3 ms

  





  

    		2022-12-18 16:10:09.366291

    		-0.2 ms

  





  

    		2022-12-18 17:10:11.258501

    		0.3 ms

  





  

    		2022-12-18 18:10:15.491585

    		0.1 ms

  





  

    		2022-12-18 19:10:18.199003

    		0.1 ms

  





  

    		2022-12-18 20:10:21.784603

    		0.8 ms

  





  

    		2022-12-18 21:10:25.1006

    		0.3 ms

  





  

    		2022-12-18 22:10:27.217372

    		1.8 ms

  





  

    		2022-12-18 23:10:30.721689

    		1.9 ms

  





  

    		2022-12-19 00:10:33.383315

    		0.8 ms

  





  

    		2022-12-19 01:10:35.244278

    		0.5 ms

  





  

    		2022-12-19 02:10:37.983445

    		1.4 ms

  





  

    		2022-12-19 03:10:39.7033

    		0.4 ms

  





  

    		2022-12-19 04:10:41.930313

    		-0.2 ms

  





  

    		2022-12-19 05:10:43.931208

    		0.5 ms

  





  

    		2022-12-19 06:10:45.661718

    		0.0 ms

  





  

    		2022-12-19 07:10:48.842993

    		-0.4 ms

  





  

    		2022-12-19 08:10:50.281616

    		-0.2 ms

  





  

    		2022-12-19 09:10:52.618197

    		0.7 ms

  





  

    		2022-12-19 10:10:55.110305

    		0.7 ms

  





  

    		2022-12-19 11:10:56.806264

    		-0.3 ms

  





  

    		2022-12-19 12:10:59.615227

    		0.1 ms

  





  

    		2022-12-19 13:11:02.475363

    		0.3 ms

  





  

    		2022-12-19 14:11:04.454126

    		-1.3 ms

  





  

    		2022-12-19 15:11:07.031859

    		-1.7 ms

  





  

    		2022-12-19 16:11:08.683167

    		-1.9 ms

  





  

    		2022-12-19 17:11:10.677665

    		-1.6 ms

  





  

    		2022-12-19 18:11:14.113891

    		-1.2 ms

  





  

    		2022-12-19 19:11:16.405182

    		-1.2 ms

  





  

    		2022-12-19 20:11:20.081002

    		-1.3 ms

  





  

    		2022-12-19 21:11:23.712666

    		-0.5 ms

  





  

    		2022-12-19 22:11:25.488936

    		-0.6 ms

  





  

    		2022-12-19 23:11:27.981018

    		-1.1 ms

  





  

    		2022-12-20 00:11:32.316427

    		-0.9 ms

  





  

    		2022-12-20 01:11:34.137883

    		0.5 ms

  





  

    		2022-12-20 02:11:36.072574

    		-0.8 ms

  





  

    		2022-12-20 03:11:39.75627

    		-0.2 ms

  





  

    		2022-12-20 04:11:43.603944

    		0.0 ms

  





  

    		2022-12-20 05:11:46.369775

    		-0.7 ms

  





  

    		2022-12-20 06:11:49.846588

    		1.1 ms

  





  

    		2022-12-20 07:11:53.129856

    		0.0 ms

  





  

    		2022-12-20 08:11:54.992107

    		1.2 ms

  





  

    		2022-12-20 09:11:56.580774

    		0.8 ms

  





  

    		2022-12-20 10:11:58.317422

    		-0.2 ms

  





  

    		2022-12-20 11:12:00.242187

    		0.1 ms

  





  

    		2022-12-20 12:12:02.481952

    		0.6 ms

  





  

    		2022-12-20 13:12:04.211966

    		1.7 ms

  





  

    		2022-12-20 14:12:05.65401

    		1.3 ms

  





  

    		2022-12-20 15:12:07.450084

    		-0.2 ms

  





  

    		2022-12-20 16:12:09.513275

    		1.8 ms

  





  

    		2022-12-20 17:12:11.189106

    		-1.3 ms

  





  

    		2022-12-20 18:12:13.707483

    		-2.6 ms

  





  

    		2022-12-20 19:12:17.074307

    		-0.8 ms

  





  

    		2022-12-20 20:12:20.122836

    		-1.2 ms

  





  

    		2022-12-20 21:12:23.572979

    		-1.5 ms

  





  

    		2022-12-20 22:12:27.254234

    		0.1 ms

  





  

    		2022-12-20 23:12:29.382759

    		-0.9 ms

  





  

    		2022-12-21 00:12:31.279119

    		0.1 ms

  





  

    		2022-12-21 01:12:34.99658

    		0.2 ms

  





  

    		2022-12-21 02:12:37.389964

    		-1.5 ms

  





  

    		2022-12-21 03:12:39.275292

    		-1.6 ms

  





  

    		2022-12-21 04:12:40.914251

    		-0.5 ms

  





  

    		2022-12-21 05:12:44.862049

    		-0.5 ms

  





  

    		2022-12-21 06:12:46.514234

    		-0.7 ms

  





  

    		2022-12-21 07:12:49.529808

    		0.3 ms

  





  

    		2022-12-21 08:12:52.259733

    		-0.2 ms

  





  

    		2022-12-21 09:12:53.989331

    		1.0 ms

  





  

    		2022-12-21 10:12:55.956494

    		-0.3 ms

  





  

    		2022-12-21 11:12:57.741466

    		1.1 ms

  





  

    		2022-12-21 12:12:59.164472

    		-0.1 ms

  





  

    		2022-12-21 13:13:00.826017

    		-0.9 ms

  





  

    		2022-12-21 14:13:02.722829

    		0.2 ms

  





  

    		2022-12-21 15:13:04.447215

    		1.0 ms

  





  

    		2022-12-21 16:13:06.015288

    		-0.8 ms

  





  

    		2022-12-21 17:13:08.361575

    		0.0 ms

  





  

    		2022-12-21 18:13:09.786291

    		1.0 ms

  





  

    		2022-12-21 19:13:12.682681

    		0.8 ms

  





  

    		2022-12-21 20:13:15.568199

    		0.3 ms

  





  

    		2022-12-21 21:13:18.053574

    		-1.7 ms

  





  

    		2022-12-21 22:13:20.856264

    		1.1 ms

  





  

    		2022-12-21 23:13:24.047632

    		0.3 ms

  





  

    		2022-12-22 00:13:26.514339

    		-0.5 ms

  





  

    		2022-12-22 01:13:28.014025

    		0.6 ms

  





  

    		2022-12-22 02:13:29.416867

    		1.2 ms

  





  

    		2022-12-22 03:13:31.672088

    		-0.4 ms

  





  

    		2022-12-22 04:13:33.851058

    		0.0 ms

  





  

    		2022-12-22 05:13:37.856353

    		-0.1 ms

  





  

    		2022-12-22 06:13:40.498564

    		0.4 ms

  





  

    		2022-12-22 07:13:44.818019

    		0.0 ms

  





  

    		2022-12-22 08:13:47.842694

    		0.1 ms

  





  

    		2022-12-22 09:13:50.098191

    		-0.7 ms

  





  

    		2022-12-22 10:13:51.505076

    		1.1 ms

  





  

    		2022-12-22 11:13:53.764781

    		0.4 ms

  





  

    		2022-12-22 12:13:55.394786

    		-0.9 ms

  





  

    		2022-12-22 13:13:57.131795

    		-0.8 ms

  





  

    		2022-12-22 14:13:59.611426

    		0.3 ms

  





  

    		2022-12-22 15:14:01.372034

    		0.3 ms

  





  

    		2022-12-22 16:14:03.297042

    		0.3 ms

  





  

    		2022-12-22 17:14:04.859559

    		-1.4 ms

  





  

    		2022-12-22 18:14:07.48984

    		0.3 ms

  





  

    		2022-12-22 19:14:09.920503

    		0.3 ms

  





  

    		2022-12-22 20:14:12.488488

    		-0.3 ms

  





  

    		2022-12-22 21:14:15.681533

    		1.1 ms

  





  

    		2022-12-22 22:14:18.1113

    		0.2 ms

  





  

    		2022-12-22 23:14:21.969442

    		0.1 ms

  





  

    		2022-12-23 00:14:23.957975

    		-1.1 ms

  





  

    		2022-12-23 01:14:26.776006

    		-1.5 ms

  





  

    		2022-12-23 02:14:28.592416

    		0.4 ms

  





  

    		2022-12-23 03:14:31.127325

    		-1.0 ms

  





  

    		2022-12-23 04:14:35.248316

    		0.0 ms

  





  

    		2022-12-23 05:14:38.013196

    		0.7 ms

  





  

    		2022-12-23 06:14:41.794542

    		0.5 ms

  





  

    		2022-12-23 07:14:44.46664

    		-1.3 ms

  





  

    		2022-12-23 08:14:46.072975

    		0.5 ms

  





  

    		2022-12-23 09:14:47.699885

    		-0.8 ms

  





  

    		2022-12-23 10:14:49.539123

    		0.1 ms

  





  

    		2022-12-23 11:14:50.988834

    		-1.1 ms

  





  

    		2022-12-23 12:14:52.561548

    		-1.2 ms

  





  

    		2022-12-23 13:14:54.479405

    		-0.5 ms

  





  

    		2022-12-23 14:14:56.287494

    		1.7 ms

  





  

    		2022-12-23 15:14:58.092667

    		-0.4 ms

  





  

    		2022-12-23 16:15:00.058506

    		0.0 ms

  





  

    		2022-12-23 17:15:01.799274

    		0.7 ms

  





  

    		2022-12-23 18:15:03.655789

    		-0.5 ms

  





  

    		2022-12-23 19:15:05.363797

    		-1.2 ms

  





  

    		2022-12-23 20:15:07.159064

    		-1.1 ms

  





  

    		2022-12-23 21:15:08.820763

    		-0.1 ms

  





  

    		2022-12-23 22:15:10.558238

    		0.1 ms

  





  

    		2022-12-23 23:15:13.68756

    		-0.8 ms

  





  

    		2022-12-24 00:15:15.388185

    		-0.4 ms

  





  

    		2022-12-24 01:15:17.637836

    		0.0 ms

  





  

    		2022-12-24 02:15:19.221368

    		0.4 ms

  





  

    		2022-12-24 03:15:21.449441

    		-0.7 ms

  





  

    		2022-12-24 04:15:23.507366

    		-0.1 ms

  





  

    		2022-12-24 05:15:26.46317

    		0.1 ms

  





  

    		2022-12-24 06:15:27.964713

    		0.2 ms

  





  

    		2022-12-24 07:15:30.895383

    		0.3 ms

  





  

    		2022-12-24 08:15:33.133716

    		-0.4 ms

  





  

    		2022-12-24 09:15:34.656723

    		0.0 ms

  





  

    		2022-12-24 10:15:36.575137

    		-0.2 ms

  





  

    		2022-12-24 11:15:38.422911

    		-0.8 ms

  





  

    		2022-12-24 12:15:40.367268

    		1.5 ms

  





  

    		2022-12-24 13:15:43.677593

    		-0.8 ms

  





  

    		2022-12-24 14:15:46.968089

    		-0.8 ms

  





  

    		2022-12-24 15:15:49.059348

    		0.3 ms

  





  

    		2022-12-24 16:15:51.394659

    		0.1 ms

  





  

    		2022-12-24 17:15:52.994666

    		-0.5 ms

  





  

    		2022-12-24 18:15:55.350968

    		0.6 ms

  





  

    		2022-12-24 19:15:56.753158

    		-0.3 ms

  





  

    		2022-12-24 20:15:58.266529

    		-0.1 ms

  





  

    		2022-12-24 21:16:02.036155

    		-0.1 ms

  





  

    		2022-12-24 22:16:05.714134

    		0.6 ms

  





  

    		2022-12-24 23:16:09.640562

    		0.3 ms

  





  

    		2022-12-25 00:16:11.880625

    		-0.8 ms

  





  

    		2022-12-25 01:16:14.950744

    		-1.3 ms

  





  

    		2022-12-25 02:16:16.717535

    		-1.2 ms

  





  

    		2022-12-25 03:16:20.289353

    		0.5 ms

  





  

    		2022-12-25 04:16:23.46298

    		0.7 ms

  





  

    		2022-12-25 05:16:25.348858

    		0.6 ms

  





  

    		2022-12-25 06:16:26.755969

    		-0.3 ms

  





  

    		2022-12-25 07:16:28.272161

    		0.4 ms

  





  

    		2022-12-25 08:16:32.331478

    		-0.6 ms

  





  

    		2022-12-25 09:16:34.234324

    		0.1 ms

  





  

    		2022-12-25 10:16:35.885347

    		0.7 ms

  





  

    		2022-12-25 11:16:39.189835

    		0.3 ms

  





  

    		2022-12-25 12:16:41.154547

    		-0.3 ms

  





  

    		2022-12-25 13:16:42.681663

    		-0.5 ms

  





  

    		2022-12-25 14:16:44.724504

    		-0.3 ms

  





  

    		2022-12-25 15:16:47.953159

    		0.6 ms

  





  

    		2022-12-25 16:16:49.646718

    		0.6 ms

  





  

    		2022-12-25 17:16:53.927091

    		1.6 ms

  





  

    		2022-12-25 18:16:55.568678

    		0.6 ms

  





  

    		2022-12-25 19:16:57.973907

    		-0.7 ms

  





  

    		2022-12-25 20:16:59.949929

    		0.2 ms

  





  

    		2022-12-25 21:17:02.35501

    		-0.8 ms

  





  

    		2022-12-25 22:17:05.047592

    		0.4 ms

  





  

    		2022-12-25 23:17:09.239423

    		-0.6 ms

  





  

    		2022-12-26 00:17:12.214314

    		-0.7 ms

  





  

    		2022-12-26 01:17:14.878375

    		0.7 ms

  





  

    		2022-12-26 02:17:16.27141

    		0.2 ms

  





  

    		2022-12-26 03:17:17.880354

    		0.4 ms

  





  

    		2022-12-26 04:17:19.587844

    		0.0 ms

  





  

    		2022-12-26 05:17:21.72805

    		0.3 ms

  





  

    		2022-12-26 06:17:25.026797

    		-0.4 ms

  





  

    		2022-12-26 07:17:27.077642

    		-0.6 ms

  





  

    		2022-12-26 08:17:30.26284

    		-0.2 ms

  





  

    		2022-12-26 09:17:33.437211

    		0.3 ms

  





  

    		2022-12-26 10:17:35.032549

    		1.8 ms

  





  

    		2022-12-26 11:17:37.045353

    		0.8 ms

  





  

    		2022-12-26 12:17:40.915878

    		-0.4 ms

  





  

    		2022-12-26 13:17:42.596664

    		0.5 ms

  





  

    		2022-12-26 14:17:44.463566

    		-0.9 ms

  





  

    		2022-12-26 15:17:47.310076

    		-0.1 ms

  





  

    		2022-12-26 16:17:49.14965

    		0.2 ms

  





  

    		2022-12-26 17:17:51.823252

    		-0.1 ms

  





  

    		2022-12-26 18:17:55.714393

    		-0.4 ms

  





  

    		2022-12-26 19:17:58.798068

    		0.3 ms

  





  

    		2022-12-26 20:18:01.087356

    		1.0 ms

  





  

    		2022-12-26 21:18:03.872734

    		-0.2 ms

  





  

    		2022-12-26 22:18:05.827274

    		-0.8 ms

  





  

    		2022-12-26 23:18:08.607851

    		-0.4 ms

  





  

    		2022-12-27 00:18:11.720182

    		0.2 ms

  





  

    		2022-12-27 01:18:14.354728

    		-0.2 ms

  





  

    		2022-12-27 02:18:16.44972

    		-0.4 ms

  





  

    		2022-12-27 03:18:18.219844

    		-0.8 ms

  





  

    		2022-12-27 04:18:21.333113

    		1.5 ms

  





  

    		2022-12-27 05:18:23.268432

    		0.1 ms

  





  

    		2022-12-27 06:18:24.902154

    		1.0 ms

  





  

    		2022-12-27 07:18:28.37039

    		-0.8 ms

  





  

    		2022-12-27 08:18:30.234943

    		-0.5 ms

  





  

    		2022-12-27 09:18:31.851217

    		2.2 ms

  





  

    		2022-12-27 10:18:33.961447

    		0.0 ms

  





  

    		2022-12-27 11:18:36.452183

    		1.6 ms

  





  

    		2022-12-27 12:18:39.994636

    		0.3 ms

  





  

    		2022-12-27 13:18:42.562276

    		1.5 ms

  





  

    		2022-12-27 14:18:45.107419

    		1.9 ms

  





  

    		2022-12-27 15:18:47.128396

    		2.2 ms

  





  

    		2022-12-27 16:18:48.6631

    		1.1 ms

  





  

    		2022-12-27 17:18:51.480419

    		1.4 ms

  





  

    		2022-12-27 18:18:52.973254

    		0.4 ms

  





  

    		2022-12-27 19:18:54.823706

    		-0.3 ms

  





  

    		2022-12-27 20:18:56.910581

    		-0.3 ms

  





  

    		2022-12-27 21:19:00.985091

    		0.0 ms

  





  

    		2022-12-27 22:19:04.04472

    		-0.3 ms

  





  

    		2022-12-27 23:19:07.817616

    		-0.2 ms

  





  

    		2022-12-28 00:19:09.81751

    		1.0 ms

  





  

    		2022-12-28 01:19:12.257641

    		0.1 ms

  





  

    		2022-12-28 02:19:13.724555

    		0.4 ms

  





  

    		2022-12-28 03:19:17.121004

    		0.4 ms

  





  

    		2022-12-28 04:19:19.416308

    		0.3 ms

  





  

    		2022-12-28 05:19:22.211855

    		0.3 ms

  





  

    		2022-12-28 06:19:25.760331

    		-1.2 ms

  





  

    		2022-12-28 07:19:27.806932

    		0.0 ms

  





  

    		2022-12-28 08:19:29.595893

    		0.3 ms

  





  

    		2022-12-28 09:19:31.00647

    		0.2 ms

  





  

    		2022-12-28 10:19:33.248963

    		1.1 ms

  





  

    		2022-12-28 11:19:35.893262

    		2.0 ms

  





  

    		2022-12-28 12:19:38.785806

    		0.4 ms

  





  

    		2022-12-28 13:19:40.637649

    		1.7 ms

  





  

    		2022-12-28 14:19:42.313937

    		0.9 ms

  





  

    		2022-12-28 15:19:44.40409

    		0.8 ms

  





  

    		2022-12-28 16:19:47.312243

    		0.0 ms

  





  

    		2022-12-28 17:19:49.912111

    		0.9 ms

  





  

    		2022-12-28 18:19:52.066426

    		0.9 ms

  





  

    		2022-12-28 19:19:53.58373

    		-0.4 ms

  





  

    		2022-12-28 20:19:57.204233

    		0.4 ms

  





  

    		2022-12-28 21:19:59.296457

    		0.8 ms

  





  

    		2022-12-28 22:20:01.959391

    		1.0 ms

  





  

    		2022-12-28 23:20:03.473129

    		1.7 ms

  





  

    		2022-12-29 00:20:06.422424

    		1.1 ms

  





  

    		2022-12-29 01:20:09.789838

    		0.5 ms

  





  

    		2022-12-29 02:20:12.229723

    		-0.4 ms

  





  

    		2022-12-29 03:20:14.943668

    		0.2 ms

  





  

    		2022-12-29 04:20:18.045818

    		0.4 ms

  





  

    		2022-12-29 05:20:20.67062

    		-0.2 ms

  





  

    		2022-12-29 06:20:23.314875

    		0.1 ms

  





  

    		2022-12-29 07:20:24.907844

    		0.6 ms

  





  

    		2022-12-29 08:20:27.053188

    		0.7 ms

  





  

    		2022-12-29 09:20:28.75566

    		0.6 ms

  





  

    		2022-12-29 10:20:30.843719

    		0.6 ms

  





  

    		2022-12-29 11:20:32.323747

    		0.1 ms

  





  

    		2022-12-29 12:20:35.717603

    		0.1 ms

  





  

    		2022-12-29 13:20:38.648659

    		0.2 ms

  





  

    		2022-12-29 14:20:41.696683

    		1.1 ms

  





  

    		2022-12-29 15:20:43.092889

    		-0.1 ms

  





  

    		2022-12-29 16:20:45.170255

    		-0.7 ms

  





  

    		2022-12-29 17:20:46.881656

    		0.1 ms

  





  

    		2022-12-29 18:20:48.92777

    		-0.7 ms

  





  

    		2022-12-29 19:20:50.970957

    		-1.5 ms

  





  

    		2022-12-29 20:20:52.598104

    		-0.3 ms

  





  

    		2022-12-29 21:20:54.451714

    		-0.9 ms

  





  

    		2022-12-29 22:20:56.124236

    		0.1 ms

  





  

    		2022-12-29 23:20:57.584052

    		0.5 ms

  





  

    		2022-12-30 00:21:00.22452

    		-0.2 ms

  





  

    		2022-12-30 01:21:02.285279

    		1.8 ms

  





  

    		2022-12-30 02:21:06.101105

    		0.6 ms

  





  

    		2022-12-30 03:21:07.94714

    		1.2 ms

  





  

    		2022-12-30 04:21:09.406543

    		1.2 ms

  





  

    		2022-12-30 05:21:12.627063

    		0.2 ms

  





  

    		2022-12-30 06:21:14.189977

    		-0.4 ms

  





  

    		2022-12-30 07:21:16.306014

    		-0.5 ms

  





  

    		2022-12-30 08:21:18.125138

    		0.3 ms

  





  

    		2022-12-30 09:21:19.733312

    		-0.1 ms

  





  

    		2022-12-30 10:21:21.224197

    		-0.2 ms

  





  

    		2022-12-30 11:21:24.159741

    		0.0 ms

  





  

    		2022-12-30 12:21:25.980399

    		1.5 ms

  





  

    		2022-12-30 13:21:28.679412

    		1.7 ms

  





  

    		2022-12-30 14:21:30.220518

    		0.7 ms

  





  

    		2022-12-30 15:21:33.208317

    		-3.6 ms

  





  

    		2022-12-30 16:21:35.302798

    		1.9 ms

  





  

    		2022-12-30 17:21:36.826413

    		0.9 ms

  





  

    		2022-12-30 18:21:40.809426

    		-0.2 ms

  





  

    		2022-12-30 19:21:44.854304

    		0.2 ms

  





  

    		2022-12-30 20:21:47.951809

    		-0.3 ms

  





  

    		2022-12-30 21:21:50.33732

    		0.1 ms

  





  

    		2022-12-30 22:21:52.611424

    		-1.2 ms

  





  

    		2022-12-30 23:21:54.12995

    		0.3 ms

  





  

    		2022-12-31 00:21:56.257266

    		0.2 ms

  





  

    		2022-12-31 01:21:58.528488

    		-0.3 ms

  





  

    		2022-12-31 02:22:00.447805

    		0.5 ms

  





  

    		2022-12-31 03:22:02.397653

    		-15.7 ms

  





  

    		2022-12-31 04:22:05.237103

    		-23.4 ms

  





  

    		2022-12-31 05:22:08.738133

    		-12.8 ms

  





  

    		2022-12-31 06:22:10.856344

    		-0.5 ms

  





  

    		2022-12-31 07:22:13.534369

    		-2.1 ms

  





  

    		2022-12-31 08:22:15.789429

    		0.4 ms

  





  

    		2022-12-31 09:22:18.396798

    		-1.5 ms

  





  

    		2022-12-31 10:22:21.186203

    		2.5 ms

  





  

    		2022-12-31 11:22:23.544323

    		4.3 ms

  





  

    		2022-12-31 12:22:26.887085

    		2.5 ms

  





  

    		2022-12-31 13:22:29.334912

    		0.3 ms

  





  

    		2022-12-31 14:22:32.035909

    		0.6 ms

  





  

    		2022-12-31 15:22:34.232743

    		0.1 ms

  





  

    		2022-12-31 16:22:35.716366

    		-0.6 ms

  





  

    		2022-12-31 17:22:37.532158

    		-0.1 ms

  





  

    		2022-12-31 18:22:39.010639

    		2.9 ms

  





  

    		2022-12-31 19:22:40.491203

    		2.1 ms

  





  

    		2022-12-31 20:22:43.715867

    		0.8 ms

  





  

    		2022-12-31 21:22:46.504827

    		0.7 ms

  





  

    		2022-12-31 22:22:48.594794

    		-0.1 ms

  





  

    		2022-12-31 23:22:50.669022

    		0.7 ms

  





  

    		2023-01-01 00:22:53.354624

    		0.5 ms

  





  

    		2023-01-01 01:22:57.333738

    		-0.3 ms

  





  

    		2023-01-01 02:22:59.397972

    		7.3 ms

  





  

    		2023-01-01 03:23:00.963434

    		-0.7 ms

  





  

    		2023-01-01 04:23:03.5477

    		3.2 ms

  





  

    		2023-01-01 05:23:06.016425

    		-2.5 ms

  





  

    		2023-01-01 06:23:08.82814

    		0.0 ms

  





  

    		2023-01-01 07:23:10.641316

    		1.0 ms

  





  

    		2023-01-01 08:23:13.18837

    		0.3 ms

  





  

    		2023-01-01 09:23:14.783818

    		1.5 ms

  





  

    		2023-01-01 10:23:17.960301

    		0.8 ms

  





  

    		2023-01-01 11:23:21.371957

    		1.6 ms

  





  

    		2023-01-01 12:23:25.655126

    		0.5 ms

  





  

    		2023-01-01 13:23:27.71793

    		-0.4 ms

  





  

    		2023-01-01 14:23:29.482769

    		0.7 ms

  





  

    		2023-01-01 15:23:31.883625

    		0.9 ms

  





  

    		2023-01-01 16:23:35.293211

    		-0.1 ms

  





  

    		2023-01-01 17:23:38.199594

    		-0.7 ms

  





  

    		2023-01-01 18:23:41.213578

    		0.5 ms

  





  

    		2023-01-01 19:23:43.741939

    		-0.5 ms

  





  

    		2023-01-01 20:23:46.769925

    		1.2 ms

  





  

    		2023-01-01 21:23:49.805916

    		-0.1 ms

  





  

    		2023-01-01 22:23:52.909621

    		0.8 ms

  





  

    		2023-01-01 23:23:54.389508

    		-0.5 ms

  





  

    		2023-01-02 00:23:57.530621

    		-0.3 ms

  





  

    		2023-01-02 01:24:01.630026

    		0.5 ms

  





  

    		2023-01-02 02:24:04.665451

    		0.4 ms

  





  

    		2023-01-02 03:24:06.539219

    		1.1 ms

  





  

    		2023-01-02 04:24:08.695841

    		0.1 ms

  





  

    		2023-01-02 05:24:10.35018

    		-0.3 ms

  





  

    		2023-01-02 06:24:12.788766

    		0.6 ms

  





  

    		2023-01-02 07:24:14.781111

    		0.1 ms

  





  

    		2023-01-02 08:24:17.423781

    		-1.9 ms

  





  

    		2023-01-02 09:24:18.914612

    		0.3 ms

  





  

    		2023-01-02 10:24:20.684063

    		0.6 ms

  





  

    		2023-01-02 11:24:23.134426

    		1.5 ms

  





  

    		2023-01-02 12:24:25.126685

    		1.4 ms

  





  

    		2023-01-02 13:24:26.744848

    		-0.4 ms

  





  

    		2023-01-02 14:24:29.466181

    		0.1 ms

  





  

    		2023-01-02 15:24:31.092613

    		-0.5 ms

  





  

    		2023-01-02 16:24:33.103179

    		0.0 ms

  





  

    		2023-01-02 17:24:37.270441

    		-0.4 ms

  





  

    		2023-01-02 18:24:39.52217

    		0.5 ms

  





  

    		2023-01-02 19:24:41.915079

    		0.2 ms

  





  

    		2023-01-02 20:24:44.173253

    		-0.6 ms

  





  

    		2023-01-02 21:24:47.582398

    		0.4 ms

  





  

    		2023-01-02 22:24:50.259918

    		-0.9 ms

  





  

    		2023-01-02 23:24:53.570791

    		-1.1 ms

  





  

    		2023-01-03 00:24:57.626632

    		-0.1 ms

  





  

    		2023-01-03 01:25:00.905202

    		-1.0 ms

  





  

    		2023-01-03 02:25:03.610104

    		0.2 ms

  





  

    		2023-01-03 03:25:05.770381

    		-0.5 ms

  





  

    		2023-01-03 04:25:08.293832

    		2.2 ms

  





  

    		2023-01-03 05:25:11.481265

    		1.9 ms

  





  

    		2023-01-03 06:25:14.453294

    		1.4 ms

  





  

    		2023-01-03 07:25:17.80578

    		0.8 ms

  





  

    		2023-01-03 08:25:20.386636

    		2.1 ms

  





  

    		2023-01-03 09:25:22.831437

    		1.6 ms

  





  

    		2023-01-03 10:25:24.360461

    		0.1 ms

  





  

    		2023-01-03 11:25:25.865651

    		2.0 ms

  





  

    		2023-01-03 12:25:27.586109

    		-0.5 ms

  





  

    		2023-01-03 13:25:29.396634

    		0.3 ms

  





  

    		2023-01-03 14:25:30.964112

    		2.2 ms

  





  

    		2023-01-03 15:25:33.048887

    		0.8 ms

  





  

    		2023-01-03 16:25:34.669036

    		1.0 ms

  





  

    		2023-01-03 17:25:38.377583

    		1.6 ms

  





  

    		2023-01-03 18:25:42.576272

    		1.5 ms

  





  

    		2023-01-03 19:25:44.159293

    		0.6 ms

  





  

    		2023-01-03 20:25:45.974177

    		-0.1 ms

  





  

    		2023-01-03 21:25:48.607003

    		1.1 ms

  





  

    		2023-01-03 22:25:50.114147

    		0.3 ms

  





  

    		2023-01-03 23:25:52.299848

    		-0.2 ms

  





  

    		2023-01-04 00:25:55.560248

    		-0.2 ms

  





  

    		2023-01-04 01:25:58.019448

    		-0.5 ms

  





  

    		2023-01-04 02:25:59.605819

    		-1.0 ms

  





  

    		2023-01-04 03:26:02.819296

    		-0.2 ms

  





  

    		2023-01-04 04:26:05.794185

    		-3.3 ms

  





  

    		2023-01-04 05:26:07.371489

    		1.3 ms

  





  

    		2023-01-04 06:26:08.909815

    		0.6 ms

  





  

    		2023-01-04 07:26:10.484138

    		-0.5 ms

  





  

    		2023-01-04 08:26:13.066035

    		0.3 ms

  





  

    		2023-01-04 09:26:14.807474

    		-1.2 ms

  





  

    		2023-01-04 10:26:17.483849

    		0.5 ms

  





  

    		2023-01-04 11:26:19.929061

    		-0.9 ms

  





  

    		2023-01-04 12:26:22.894444

    		-0.7 ms

  





  

    		2023-01-04 13:26:25.693448

    		0.1 ms

  





  

    		2023-01-04 14:26:27.606938

    		0.2 ms

  





  

    		2023-01-04 15:26:30.196759

    		0.1 ms

  





  

    		2023-01-04 16:26:32.404038

    		0.6 ms

  





  

    		2023-01-04 17:26:35.108062

    		-0.2 ms

  





  

    		2023-01-04 18:26:38.385702

    		-1.5 ms

  





  

    		2023-01-04 19:26:41.096984

    		-0.2 ms

  





  

    		2023-01-04 20:26:43.81454

    		-1.4 ms

  





  

    		2023-01-04 21:26:47.538491

    		0.3 ms

  





  

    		2023-01-04 22:26:50.307526

    		0.7 ms

  





  

    		2023-01-04 23:26:52.976576

    		-1.3 ms

  





  

    		2023-01-05 00:26:55.647246

    		-0.7 ms

  





  

    		2023-01-05 01:26:57.417609

    		-4.5 ms

  





  

    		2023-01-05 02:27:00.163923

    		-0.3 ms

  





  

    		2023-01-05 03:27:03.189878

    		-1.3 ms

  





  

    		2023-01-05 04:27:05.839491

    		-2.6 ms

  





  

    		2023-01-05 05:27:09.811726

    		-2.6 ms

  





  

    		2023-01-05 06:27:13.163499

    		1.2 ms

  





  

    		2023-01-05 07:27:16.77343

    		2.8 ms

  





  

    		2023-01-05 08:27:19.347751

    		2.3 ms

  





  

    		2023-01-05 09:27:22.487442

    		0.1 ms

  





  

    		2023-01-05 10:27:24.023919

    		0.6 ms

  





  

    		2023-01-05 11:27:25.468855

    		-0.6 ms

  





  

    		2023-01-05 12:27:27.626162

    		0.1 ms

  





  

    		2023-01-05 13:27:29.724274

    		-0.1 ms

  





  

    		2023-01-05 14:27:31.142233

    		0.3 ms

  





  

    		2023-01-05 15:27:33.59459

    		1.8 ms

  





  

    		2023-01-05 16:27:35.342881

    		1.4 ms

  





  

    		2023-01-05 17:27:36.790715

    		0.5 ms

  





  

    		2023-01-05 18:27:38.491884

    		0.1 ms

  





  

    		2023-01-05 19:27:41.044293

    		-2.3 ms

  





  

    		2023-01-05 20:27:42.985545

    		-1.4 ms

  





  

    		2023-01-05 21:27:46.671501

    		-1.0 ms

  





  

    		2023-01-05 22:27:49.813308

    		-1.1 ms

  





  

    		2023-01-05 23:27:53.0571

    		1.3 ms

  





  

    		2023-01-06 00:27:55.195975

    		0.7 ms

  





  

    		2023-01-06 01:27:56.832664

    		0.9 ms

  





  

    		2023-01-06 02:27:59.137682

    		-1.0 ms

  





  

    		2023-01-06 03:28:01.603366

    		-1.0 ms

  





  

    		2023-01-06 04:28:05.631944

    		-0.5 ms

  





  

    		2023-01-06 05:28:09.27678

    		-0.5 ms

  





  

    		2023-01-06 06:28:13.653123

    		-0.4 ms

  





  

    		2023-01-06 07:28:15.780013

    		0.0 ms

  





  

    		2023-01-06 08:28:17.248163

    		0.6 ms

  





  

    		2023-01-06 09:28:19.580544

    		0.5 ms

  





  

    		2023-01-06 10:28:21.86182

    		0.2 ms

  





  

    		2023-01-06 11:28:23.993864

    		-0.6 ms

  





  

    		2023-01-06 12:28:25.799243

    		-0.4 ms

  





  

    		2023-01-06 13:28:27.550958

    		0.7 ms

  





  

    		2023-01-06 14:28:30.346394

    		-0.1 ms

  





  

    		2023-01-06 15:28:32.563747

    		0.2 ms

  





  

    		2023-01-06 16:28:34.185882

    		-0.2 ms

  





  

    		2023-01-06 17:28:38.06408

    		-0.8 ms

  





  

    		2023-01-06 18:28:41.625694

    		0.3 ms

  





  

    		2023-01-06 19:28:45.571917

    		0.3 ms

  





  

    		2023-01-06 20:28:49.325173

    		-0.4 ms

  





  

    		2023-01-06 21:28:52.157071

    		0.1 ms

  





  

    		2023-01-06 22:28:54.049886

    		0.9 ms

  





  

    		2023-01-06 23:28:58.118898

    		0.1 ms

  





  

    		2023-01-07 00:29:00.020287

    		-0.1 ms

  





  

    		2023-01-07 01:29:02.157665

    		0.1 ms

  





  

    		2023-01-07 02:29:04.605477

    		-1.7 ms

  





  

    		2023-01-07 03:29:07.370989

    		-2.2 ms

  





  

    		2023-01-07 04:29:08.924208

    		-0.2 ms

  





  

    		2023-01-07 05:29:11.519029

    		0.3 ms

  





  

    		2023-01-07 06:29:13.083919

    		1.0 ms

  





  

    		2023-01-07 07:29:15.363275

    		-0.1 ms

  





  

    		2023-01-07 08:29:17.421106

    		-0.2 ms

  





  

    		2023-01-07 09:29:19.227623

    		0.1 ms

  





  

    		2023-01-07 10:29:21.25743

    		-6.0 ms

  





  

    		2023-01-07 11:29:23.530651

    		0.9 ms

  





  

    		2023-01-07 12:29:25.476723

    		0.7 ms

  





  

    		2023-01-07 13:29:27.074331

    		0.2 ms

  





  

    		2023-01-07 14:29:28.892053

    		1.8 ms

  





  

    		2023-01-07 15:29:31.325904

    		1.4 ms

  





  

    		2023-01-07 16:29:33.730005

    		-1.3 ms

  





  

    		2023-01-07 17:29:35.808388

    		0.4 ms

  





  

    		2023-01-07 18:29:37.743334

    		-0.7 ms

  





  

    		2023-01-07 19:29:39.701099

    		-1.0 ms

  





  

    		2023-01-07 20:29:41.981066

    		0.5 ms

  





  

    		2023-01-07 21:29:45.432029

    		-1.2 ms

  





  

    		2023-01-07 22:29:48.495916

    		-0.6 ms

  





  

    		2023-01-07 23:29:50.464047

    		1.2 ms

  





  

    		2023-01-08 00:29:53.311076

    		-2.3 ms

  





  

    		2023-01-08 01:29:57.176077

    		-4.1 ms

  





  

    		2023-01-08 02:29:59.510602

    		-4.0 ms

  





  

    		2023-01-08 03:30:02.899214

    		-1.1 ms

  





  

    		2023-01-08 04:30:06.991319

    		-0.1 ms

  





  

    		2023-01-08 05:30:08.679662

    		0.5 ms

  





  

    		2023-01-08 06:30:11.863955

    		-1.2 ms

  





  

    		2023-01-08 07:30:13.428205

    		0.7 ms

  





  

    		2023-01-08 08:30:15.636609

    		0.5 ms

  





  

    		2023-01-08 09:30:17.470614

    		0.9 ms

  





  

    		2023-01-08 10:30:18.842496

    		0.2 ms

  





  

    		2023-01-08 11:30:21.376067

    		2.4 ms

  





  

    		2023-01-08 12:30:24.23418

    		-1.2 ms

  





  

    		2023-01-08 13:30:26.871882

    		-0.6 ms

  





  

    		2023-01-08 14:30:29.044039

    		0.8 ms

  





  

    		2023-01-08 15:30:30.661605

    		0.2 ms

  





  

    		2023-01-08 16:30:32.467228

    		0.9 ms

  





  

    		2023-01-08 17:30:33.92733

    		0.3 ms

  





  

    		2023-01-08 18:30:36.366177

    		0.1 ms

  





  

    		2023-01-08 19:30:39.77368

    		-0.3 ms

  





  

    		2023-01-08 20:30:43.402282

    		-2.0 ms

  





  

    		2023-01-08 21:30:44.942123

    		-1.3 ms

  





  

    		2023-01-08 22:30:46.504008

    		0.0 ms

  





  

    		2023-01-08 23:30:48.400254

    		-1.2 ms

  





  

    		2023-01-09 00:30:49.788676

    		1.0 ms

  





  

    		2023-01-09 01:30:53.549774

    		0.5 ms

  





  

    		2023-01-09 02:30:56.706333

    		-0.9 ms

  





  

    		2023-01-09 03:30:58.805816

    		-0.3 ms

  





  

    		2023-01-09 04:31:01.235975

    		0.8 ms

  





  

    		2023-01-09 05:31:04.754438

    		0.3 ms

  





  

    		2023-01-09 06:31:06.206063

    		-1.0 ms

  





  

    		2023-01-09 07:31:08.37493

    		-0.1 ms

  





  

    		2023-01-09 08:31:09.896706

    		3.5 ms

  





  

    		2023-01-09 09:31:11.685036

    		-0.3 ms

  





  

    		2023-01-09 10:31:13.291725

    		-0.4 ms

  





  

    		2023-01-09 11:31:15.972067

    		-0.1 ms

  





  

    		2023-01-09 12:31:18.315357

    		0.1 ms

  





  

    		2023-01-09 13:31:19.843608

    		0.6 ms

  





  

    		2023-01-09 14:31:21.794044

    		-0.5 ms

  





  

    		2023-01-09 15:31:23.20248

    		0.3 ms

  





  

    		2023-01-09 16:31:24.959448

    		0.1 ms

  





  

    		2023-01-09 17:31:26.58196

    		0.1 ms

  





  

    		2023-01-09 18:31:28.587694

    		-0.4 ms

  





  

    		2023-01-09 19:31:30.141437

    		-0.9 ms

  





  

    		2023-01-09 20:31:33.887727

    		-0.5 ms

  





  

    		2023-01-09 21:31:37.372741

    		-0.6 ms

  





  

    		2023-01-09 22:31:40.10619

    		-1.1 ms

  





  

    		2023-01-09 23:31:42.00674

    		-1.1 ms

  





  

    		2023-01-10 00:31:44.033588

    		-2.0 ms

  





  

    		2023-01-10 01:31:45.516916

    		-0.1 ms

  





  

    		2023-01-10 02:31:49.089337

    		-1.2 ms

  





  

    		2023-01-10 03:31:50.523245

    		-0.2 ms

  





  

    		2023-01-10 04:31:53.680499

    		0.6 ms

  





  

    		2023-01-10 05:31:56.33973

    		0.3 ms

  





  

    		2023-01-10 06:31:57.813607

    		1.4 ms

  





  

    		2023-01-10 07:32:00.508643

    		2.9 ms

  





  

    		2023-01-10 08:32:02.09653

    		0.5 ms

  





  

    		2023-01-10 09:32:04.618668

    		0.5 ms

  





  

    		2023-01-10 10:32:06.696224

    		0.8 ms

  





  

    		2023-01-10 11:32:08.580751

    		1.0 ms

  





  

    		2023-01-10 12:32:10.068628

    		0.6 ms

  





  

    		2023-01-10 13:32:11.968295

    		0.3 ms

  





  

    		2023-01-10 14:32:13.393694

    		-0.2 ms

  





  

    		2023-01-10 15:32:16.012403

    		0.8 ms

  





  

    		2023-01-10 16:32:18.866467

    		1.3 ms

  





  

    		2023-01-10 17:32:20.571022

    		-0.7 ms

  





  

    		2023-01-10 18:32:23.534705

    		-1.0 ms

  





  

    		2023-01-10 19:32:25.349027

    		-1.7 ms

  





  

    		2023-01-10 20:32:29.582792

    		-2.4 ms

  





  

    		2023-01-10 21:32:32.511244

    		1.0 ms

  





  

    		2023-01-10 22:32:34.141685

    		-0.5 ms

  





  

    		2023-01-10 23:32:36.280691

    		-2.0 ms

  





  

    		2023-01-11 00:32:39.821827

    		-2.4 ms

  





  

    		2023-01-11 01:32:43.090432

    		-3.4 ms

  





  

    		2023-01-11 02:32:45.693649

    		-1.3 ms

  





  

    		2023-01-11 03:32:47.549589

    		0.0 ms

  





  

    		2023-01-11 04:32:49.954151

    		-0.3 ms

  





  

    		2023-01-11 05:32:53.470049

    		-3.6 ms

  





  

    		2023-01-11 06:32:55.439392

    		1.1 ms

  





  

    		2023-01-11 07:32:56.909376

    		0.2 ms

  





  

    		2023-01-11 08:32:58.4261

    		-0.3 ms

  





  

    		2023-01-11 09:33:00.103122

    		0.6 ms

  





  

    		2023-01-11 10:33:02.217778

    		-0.2 ms

  





  

    		2023-01-11 11:33:03.644289

    		1.0 ms

  





  

    		2023-01-11 12:33:04.976233

    		0.3 ms

  





  

    		2023-01-11 13:33:06.698428

    		0.0 ms

  





  

    		2023-01-11 14:33:08.929533

    		0.7 ms

  





  

    		2023-01-11 15:33:10.822

    		1.5 ms

  





  

    		2023-01-11 16:33:12.323965

    		0.2 ms

  





  

    		2023-01-11 17:33:14.646629

    		-0.5 ms

  





  

    		2023-01-11 18:33:17.841588

    		0.1 ms

  





  

    		2023-01-11 19:33:19.321664

    		0.2 ms

  





  

    		2023-01-11 20:33:21.86753

    		-1.3 ms

  





  

    		2023-01-11 21:33:24.113905

    		-1.2 ms

  





  

    		2023-01-11 22:33:26.868155

    		-1.2 ms

  





  

    		2023-01-11 23:33:29.1714

    		0.0 ms

  





  

    		2023-01-12 00:33:31.299967

    		0.5 ms

  





  

    		2023-01-12 01:33:33.752556

    		-1.6 ms

  





  

    		2023-01-12 02:33:35.824265

    		3.7 ms

  





  

    		2023-01-12 03:33:39.100317

    		8.8 ms

  





  

    		2023-01-12 04:33:42.143598

    		1.3 ms

  





  

    		2023-01-12 05:33:43.571313

    		1.7 ms

  





  

    		2023-01-12 06:33:47.656927

    		-0.2 ms

  





  

    		2023-01-12 07:33:49.825836

    		-0.5 ms

  





  

    		2023-01-12 08:33:52.146185

    		-1.0 ms

  





  

    		2023-01-12 09:33:53.648696

    		0.1 ms

  





  

    		2023-01-12 10:33:55.048849

    		-1.8 ms

  





  

    		2023-01-12 11:33:57.031822

    		-0.7 ms

  





  

    		2023-01-12 12:33:58.833296

    		0.1 ms

  





  

    		2023-01-12 13:34:01.746055

    		-0.5 ms

  





  

    		2023-01-12 14:34:03.547948

    		-0.9 ms

  





  

    		2023-01-12 15:34:06.368336

    		-0.4 ms

  





  

    		2023-01-12 16:34:08.136862

    		-0.4 ms

  





  

    		2023-01-12 17:34:10.80916

    		-0.5 ms

  





  

    		2023-01-12 18:34:14.787929

    		-0.1 ms

  





  

    		2023-01-12 19:34:16.596604

    		0.0 ms

  





  

    		2023-01-12 20:34:18.194752

    		0.5 ms

  





  

    		2023-01-12 21:34:19.756034

    		0.1 ms

  





  

    		2023-01-12 22:34:22.965708

    		-0.4 ms

  





  

    		2023-01-12 23:34:24.438264

    		0.4 ms

  





  

    		2023-01-13 00:34:28.152995

    		-0.4 ms

  





  

    		2023-01-13 01:34:31.394586

    		0.6 ms

  





  

    		2023-01-13 02:34:33.734386

    		1.0 ms

  





  

    		2023-01-13 03:34:36.061919

    		0.6 ms

  





  

    		2023-01-13 04:34:39.217807

    		-1.1 ms

  





  

    		2023-01-13 05:34:41.817504

    		0.0 ms

  





  

    		2023-01-13 06:34:43.292878

    		-0.2 ms

  





  

    		2023-01-13 07:34:44.678007

    		-0.4 ms

  





  

    		2023-01-13 08:34:47.015889

    		0.4 ms

  





  

    		2023-01-13 09:34:49.809517

    		0.0 ms

  





  

    		2023-01-13 10:34:51.562526

    		-0.2 ms

  





  

    		2023-01-13 11:34:53.227621

    		-0.1 ms

  





  

    		2023-01-13 12:34:55.266705

    		-0.1 ms

  





  

    		2023-01-13 13:34:56.852434

    		-0.4 ms

  





  

    		2023-01-13 14:34:58.457386

    		-1.0 ms

  





  

    		2023-01-13 15:34:59.936878

    		0.4 ms

  





  

    		2023-01-13 16:35:01.556638

    		-0.1 ms

  





  

    		2023-01-13 17:35:04.747681

    		-0.5 ms

  





  

    		2023-01-13 18:35:06.263969

    		1.4 ms

  





  

    		2023-01-13 19:35:09.223056

    		-0.4 ms

  





  

    		2023-01-13 20:35:13.291086

    		-0.7 ms

  





  

    		2023-01-13 21:35:15.349113

    		0.4 ms

  





  

    		2023-01-13 22:35:16.822999

    		0.3 ms

  





  

    		2023-01-13 23:35:20.529817

    		-0.1 ms

  





  

    		2023-01-14 00:35:22.847035

    		-0.9 ms

  





  

    		2023-01-14 01:35:24.357045

    		-0.4 ms

  





  

    		2023-01-14 02:35:27.403506

    		-0.4 ms

  





  

    		2023-01-14 03:35:29.177866

    		-0.2 ms

  





  

    		2023-01-14 04:35:31.965888

    		0.3 ms

  





  

    		2023-01-14 05:35:33.718591

    		0.2 ms

  





  

    		2023-01-14 06:35:37.563378

    		0.9 ms

  





  

    		2023-01-14 07:35:39.463822

    		0.9 ms

  





  

    		2023-01-14 08:35:42.213012

    		1.3 ms

  





  

    		2023-01-14 09:35:43.770432

    		0.5 ms

  





  

    		2023-01-14 10:35:46.854874

    		0.5 ms

  





  

    		2023-01-14 11:35:48.386745

    		-0.1 ms

  





  

    		2023-01-14 12:35:50.235105

    		0.1 ms

  





  

    		2023-01-14 13:35:51.943176

    		-1.2 ms

  





  

    		2023-01-14 14:35:54.47356

    		-0.2 ms

  





  

    		2023-01-14 15:35:57.162002

    		-0.7 ms

  





  

    		2023-01-14 16:35:59.663663

    		-1.0 ms

  





  

    		2023-01-14 17:36:02.491958

    		-0.2 ms

  





  

    		2023-01-14 18:36:04.843004

    		-1.1 ms

  





  

    		2023-01-14 19:36:07.796077

    		-0.7 ms

  





  

    		2023-01-14 20:36:11.247941

    		0.8 ms

  





  

    		2023-01-14 21:36:13.357029

    		0.4 ms

  





  

    		2023-01-14 22:36:16.208735

    		0.5 ms

  





  

    		2023-01-14 23:36:18.79221

    		0.2 ms

  





  

    		2023-01-15 00:36:20.412789

    		0.8 ms

  





  

    		2023-01-15 01:36:23.335472

    		0.4 ms

  





  

    		2023-01-15 02:36:25.840226

    		0.1 ms

  





  

    		2023-01-15 03:36:28.716399

    		0.4 ms

  





  

    		2023-01-15 04:36:31.036231

    		0.4 ms

  





  

    		2023-01-15 05:36:32.678

    		1.0 ms

  





  

    		2023-01-15 06:36:34.905799

    		0.5 ms

  





  

    		2023-01-15 07:36:38.090036

    		1.2 ms

  





  

    		2023-01-15 08:36:40.177227

    		0.4 ms

  





  

    		2023-01-15 09:36:43.225137

    		-0.6 ms

  





  

    		2023-01-15 10:36:44.910547

    		1.2 ms

  





  

    		2023-01-15 11:36:46.403175

    		-0.1 ms

  





  

    		2023-01-15 12:36:48.759973

    		-0.2 ms

  





  

    		2023-01-15 13:36:51.135286

    		0.8 ms

  





  

    		2023-01-15 14:36:53.730999

    		0.3 ms

  





  

    		2023-01-15 15:36:56.675322

    		-0.2 ms

  





  

    		2023-01-15 16:36:58.682795

    		0.5 ms

  





  

    		2023-01-15 17:37:01.598918

    		-0.4 ms

  





  

    		2023-01-15 18:37:03.784234

    		1.0 ms

  





  

    		2023-01-15 19:37:05.912784

    		-0.2 ms

  





  

    		2023-01-15 20:37:07.79898

    		-0.8 ms

  





  

    		2023-01-15 21:37:10.129336

    		-0.1 ms

  





  

    		2023-01-15 22:37:13.407266

    		-0.3 ms

  





  

    		2023-01-15 23:37:15.061459

    		-0.7 ms

  





  

    		2023-01-16 00:37:17.81004

    		-0.4 ms

  





  

    		2023-01-16 01:37:20.637388

    		0.3 ms

  





  

    		2023-01-16 02:37:23.770671

    		-0.4 ms

  





  

    		2023-01-16 03:37:27.469156

    		-1.2 ms

  





  

    		2023-01-16 04:37:29.945232

    		-0.4 ms

  





  

    		2023-01-16 05:37:31.614979

    		0.4 ms

  





  

    		2023-01-16 06:37:33.649544

    		-0.3 ms

  





  

    		2023-01-16 07:37:36.040677

    		-0.1 ms

  





  

    		2023-01-16 08:37:39.757449

    		0.6 ms

  





  

    		2023-01-16 09:37:42.845758

    		-0.7 ms

  





  

    		2023-01-16 10:37:45.138735

    		0.4 ms

  





  

    		2023-01-16 11:37:46.916922

    		-0.1 ms

  





  

    		2023-01-16 12:37:48.335735

    		0.0 ms

  





  

    		2023-01-16 13:37:49.967878

    		0.3 ms

  





  

    		2023-01-16 14:37:51.625063

    		1.3 ms

  





  

    		2023-01-16 15:37:53.403653

    		0.5 ms

  





  

    		2023-01-16 16:37:55.121125

    		-1.3 ms

  





  

    		2023-01-16 17:37:57.148582

    		0.0 ms

  





  

    		2023-01-16 18:37:58.951076

    		0.7 ms

  





  

    		2023-01-16 19:38:01.325837

    		1.0 ms

  





  

    		2023-01-16 20:38:03.834043

    		-0.4 ms

  





  

    		2023-01-16 21:38:05.759928

    		-0.7 ms

  





  

    		2023-01-16 22:38:07.266386

    		-1.1 ms

  





  

    		2023-01-16 23:38:09.867815

    		-0.4 ms

  





  

    		2023-01-17 00:38:11.428622

    		0.1 ms

  





  

    		2023-01-17 01:38:13.14051

    		-0.4 ms

  





  

    		2023-01-17 02:38:15.075935

    		0.2 ms

  





  

    		2023-01-17 03:38:17.895461

    		0.0 ms

  





  

    		2023-01-17 04:38:20.071074

    		-0.3 ms

  





  

    		2023-01-17 05:38:21.988085

    		0.4 ms

  





  

    		2023-01-17 06:38:25.426614

    		1.0 ms

  





  

    		2023-01-17 07:38:28.26128

    		0.6 ms

  





  

    		2023-01-17 08:38:29.752972

    		0.7 ms

  





  

    		2023-01-17 09:38:31.186412

    		-0.9 ms

  





  

    		2023-01-17 10:38:32.635439

    		-0.3 ms

  





  

    		2023-01-17 11:38:34.205736

    		1.4 ms

  





  

    		2023-01-17 12:38:35.643052

    		1.0 ms

  





  

    		2023-01-17 13:38:37.673517

    		-0.4 ms

  





  

    		2023-01-17 14:38:39.767095

    		0.1 ms

  





  

    		2023-01-17 15:38:41.234463

    		0.9 ms

  





  

    		2023-01-17 16:38:42.937486

    		1.6 ms

  





  

    		2023-01-17 17:38:44.79192

    		0.4 ms

  





  

    		2023-01-17 18:38:46.301698

    		0.2 ms

  





  

    		2023-01-17 19:38:47.95069

    		0.6 ms

  





  

    		2023-01-17 20:38:50.290671

    		1.3 ms

  





  

    		2023-01-17 21:38:52.456184

    		-0.9 ms

  





  

    		2023-01-17 22:38:54.44257

    		-2.6 ms

  





  

    		2023-01-17 23:38:56.736466

    		-1.9 ms

  





  

    		2023-01-18 00:39:00.321877

    		-0.7 ms

  





  

    		2023-01-18 01:39:02.287631

    		0.2 ms

  





  

    		2023-01-18 02:39:04.133777

    		0.3 ms

  





  

    		2023-01-18 03:39:05.574427

    		-0.7 ms

  





  

    		2023-01-18 04:39:08.312236

    		-0.4 ms

  





  

    		2023-01-18 05:39:11.431702

    		0.2 ms

  





  

    		2023-01-18 06:39:13.264861

    		-0.1 ms

  





  

    		2023-01-18 07:39:16.050309

    		0.9 ms

  





  

    		2023-01-18 08:39:17.500883

    		0.1 ms

  





  

    		2023-01-18 09:39:19.087784

    		0.7 ms

  





  

    		2023-01-18 10:39:20.58846

    		1.2 ms

  





  

    		2023-01-18 11:39:23.003437

    		-0.5 ms

  





  

    		2023-01-18 12:39:24.413691

    		0.0 ms

  





  

    		2023-01-18 13:39:26.82495

    		0.7 ms

  





  

    		2023-01-18 14:39:29.239557

    		0.9 ms

  





  

    		2023-01-18 15:39:30.718617

    		1.4 ms

  





  

    		2023-01-18 16:39:32.471584

    		-1.2 ms

  





  

    		2023-01-18 17:39:34.639426

    		0.2 ms

  





  

    		2023-01-18 18:39:36.442541

    		-0.1 ms

  





  

    		2023-01-18 19:39:38.407075

    		0.7 ms

  





  

    		2023-01-18 20:39:40.387999

    		0.2 ms

  





  

    		2023-01-18 21:39:44.11801

    		-0.1 ms

  





  

    		2023-01-18 22:39:47.147904

    		-0.6 ms

  





  

    		2023-01-18 23:39:51.296147

    		0.5 ms

  





  

    		2023-01-19 00:39:53.635431

    		-1.1 ms

  





  

    		2023-01-19 01:39:55.637794

    		-1.3 ms

  





  

    		2023-01-19 02:39:59.280642

    		0.1 ms

  





  

    		2023-01-19 03:40:01.400859

    		0.5 ms

  





  

    		2023-01-19 04:40:03.906573

    		0.3 ms

  





  

    		2023-01-19 05:40:06.633392

    		-0.3 ms

  





  

    		2023-01-19 06:40:09.339235

    		0.0 ms

  





  

    		2023-01-19 07:40:11.233746

    		-0.4 ms

  





  

    		2023-01-19 08:40:12.910257

    		0.0 ms

  





  

    		2023-01-19 09:40:15.002501

    		0.0 ms

  





  

    		2023-01-19 10:40:17.517554

    		0.9 ms

  





  

    		2023-01-19 11:40:18.951655

    		-0.2 ms

  





  

    		2023-01-19 12:40:20.81305

    		1.2 ms

  





  

    		2023-01-19 13:40:23.699007

    		0.3 ms

  





  

    		2023-01-19 14:40:25.173503

    		0.7 ms

  





  

    		2023-01-19 15:40:27.235284

    		0.1 ms

  





  

    		2023-01-19 16:40:30.503944

    		0.3 ms

  





  

    		2023-01-19 17:40:34.154072

    		-0.2 ms

  





  

    		2023-01-19 18:40:37.194569

    		-0.6 ms

  





  

    		2023-01-19 19:40:38.683062

    		0.7 ms

  





  

    		2023-01-19 20:40:40.456176

    		-0.1 ms

  





  

    		2023-01-19 21:40:44.089567

    		-1.0 ms

  





  

    		2023-01-19 22:40:47.210053

    		-0.3 ms

  





  

    		2023-01-19 23:40:48.726122

    		0.1 ms

  





  

    		2023-01-20 00:40:51.539627

    		0.5 ms

  





  

    		2023-01-20 01:40:54.409168

    		0.0 ms

  





  

    		2023-01-20 02:40:57.000936

    		-0.2 ms

  





  

    		2023-01-20 03:40:59.276881

    		0.6 ms

  





  

    		2023-01-20 04:41:01.970793

    		-0.4 ms

  





  

    		2023-01-20 05:41:04.481896

    		-0.4 ms

  





  

    		2023-01-20 06:41:06.978874

    		-1.0 ms

  





  

    		2023-01-20 07:41:10.39635

    		-0.5 ms

  





  

    		2023-01-20 08:41:12.337597

    		-0.1 ms

  





  

    		2023-01-20 09:41:14.557897

    		0.4 ms

  





  

    		2023-01-20 10:41:16.314748

    		-0.1 ms

  





  

    		2023-01-20 11:41:18.847404

    		-0.9 ms

  





  

    		2023-01-20 12:41:20.427417

    		0.6 ms

  





  

    		2023-01-20 13:41:22.731739

    		1.5 ms

  





  

    		2023-01-20 14:41:25.222292

    		0.8 ms

  





  

    		2023-01-20 15:41:26.763238

    		-0.5 ms

  





  

    		2023-01-20 16:41:30.226688

    		-1.6 ms

  





  

    		2023-01-20 17:41:33.737868

    		-1.6 ms

  





  

    		2023-01-20 18:41:37.135724

    		-1.1 ms

  





  

    		2023-01-20 19:41:40.262626

    		-1.3 ms

  





  

    		2023-01-20 20:41:44.534005

    		-1.2 ms

  





  

    		2023-01-20 21:41:47.199447

    		0.0 ms

  





  

    		2023-01-20 22:41:50.011357

    		0.1 ms

  





  

    		2023-01-20 23:41:51.995003

    		1.3 ms

  





  

    		2023-01-21 00:41:55.363397

    		-0.4 ms

  





  

    		2023-01-21 01:41:57.793012

    		-0.8 ms

  





  

    		2023-01-21 02:42:00.141523

    		-0.4 ms

  





  

    		2023-01-21 03:42:02.298193

    		0.9 ms

  





  

    		2023-01-21 04:42:06.280945

    		0.5 ms

  





  

    		2023-01-21 05:42:08.468475

    		0.7 ms

  





  

    		2023-01-21 06:42:11.20326

    		1.3 ms

  





  

    		2023-01-21 07:42:15.337709

    		0.2 ms

  





  

    		2023-01-21 08:42:16.70718

    		0.3 ms

  





  

    		2023-01-21 09:42:18.294328

    		-0.4 ms

  





  

    		2023-01-21 10:42:21.404185

    		-1.1 ms

  





  

    		2023-01-21 11:42:22.824709

    		0.4 ms

  





  

    		2023-01-21 12:42:24.170033

    		-0.6 ms

  





  

    		2023-01-21 13:42:26.261391

    		-0.2 ms

  





  

    		2023-01-21 14:42:27.915509

    		-1.8 ms

  





  

    		2023-01-21 15:42:29.821655

    		-1.3 ms

  





  

    		2023-01-21 16:42:32.88334

    		-1.7 ms

  





  

    		2023-01-21 17:42:35.503848

    		0.3 ms

  





  

    		2023-01-21 18:42:37.916056

    		1.1 ms

  





  

    		2023-01-21 19:42:40.335091

    		0.4 ms

  





  

    		2023-01-21 20:42:42.389016

    		-0.2 ms

  





  

    		2023-01-21 21:42:45.677325

    		0.5 ms

  





  

    		2023-01-21 22:42:47.788266

    		0.1 ms

  





  

    		2023-01-21 23:42:51.182373

    		-1.1 ms

  





  

    		2023-01-22 00:42:55.127922

    		0.0 ms

  





  

    		2023-01-22 01:42:59.139669

    		0.2 ms

  





  

    		2023-01-22 02:43:00.803794

    		0.0 ms

  





  

    		2023-01-22 03:43:03.657787

    		1.1 ms

  





  

    		2023-01-22 04:43:05.152425

    		0.0 ms

  





  

    		2023-01-22 05:43:08.254893

    		0.0 ms

  





  

    		2023-01-22 06:43:12.262766

    		0.3 ms

  





  

    		2023-01-22 07:43:14.761007

    		0.3 ms

  





  

    		2023-01-22 08:43:17.633966

    		0.3 ms

  





  

    		2023-01-22 09:43:19.569252

    		1.3 ms

  





  

    		2023-01-22 10:43:21.229176

    		0.5 ms

  





  

    		2023-01-22 11:43:24.374916

    		0.1 ms

  





  

    		2023-01-22 12:43:25.986462

    		-0.4 ms

  





  

    		2023-01-22 13:43:28.745904

    		-0.7 ms

  





  

    		2023-01-22 14:43:30.186722

    		0.3 ms

  





  

    		2023-01-22 15:43:31.750949

    		1.5 ms

  





  

    		2023-01-22 16:43:34.469856

    		-0.1 ms

  





  

    		2023-01-22 17:43:36.907789

    		-0.7 ms

  





  

    		2023-01-22 18:43:40.441333

    		0.6 ms

  





  

    		2023-01-22 19:43:43.498296

    		1.1 ms

  





  

    		2023-01-22 20:43:45.196043

    		0.6 ms

  





  

    		2023-01-22 21:43:47.790714

    		0.3 ms

  





  

    		2023-01-22 22:43:49.990174

    		-0.8 ms

  





  

    		2023-01-22 23:43:51.684812

    		-0.2 ms

  





  

    		2023-01-23 00:43:54.222725

    		0.4 ms

  





  

    		2023-01-23 01:43:57.114754

    		-0.4 ms

  





  

    		2023-01-23 02:43:59.170047

    		-0.6 ms

  





  

    		2023-01-23 03:44:02.514243

    		0.3 ms

  





  

    		2023-01-23 04:44:04.574052

    		0.3 ms

  





  

    		2023-01-23 05:44:07.416426

    		-0.8 ms

  





  

    		2023-01-23 06:44:10.259761

    		0.3 ms

  





  

    		2023-01-23 07:44:13.24038

    		0.4 ms

  





  

    		2023-01-23 08:44:15.093707

    		-0.4 ms

  





  

    		2023-01-23 09:44:16.843232

    		0.4 ms

  





  

    		2023-01-23 10:44:18.575355

    		-0.1 ms

  





  

    		2023-01-23 11:44:20.39458

    		-0.7 ms

  





  

    		2023-01-23 12:44:22.158661

    		0.5 ms

  





  

    		2023-01-23 13:44:23.678296

    		1.7 ms

  





  

    		2023-01-23 14:44:25.442165

    		-1.8 ms

  





  

    		2023-01-23 15:44:27.305586

    		-0.7 ms

  





  

    		2023-01-23 16:44:28.896833

    		0.0 ms

  





  

    		2023-01-23 17:44:31.148972

    		-0.1 ms

  





  

    		2023-01-23 18:44:33.879903

    		0.0 ms

  





  

    		2023-01-23 19:44:36.54985

    		0.3 ms

  





  

    		2023-01-23 20:44:39.393866

    		-1.1 ms

  





  

    		2023-01-23 21:44:42.041755

    		-0.5 ms

  





  

    		2023-01-23 22:44:44.091905

    		-0.6 ms

  





  

    		2023-01-23 23:44:46.121008

    		0.3 ms

  





  

    		2023-01-24 00:44:50.101876

    		-1.4 ms

  





  

    		2023-01-24 01:44:51.655621

    		-0.7 ms

  





  

    		2023-01-24 02:44:54.272152

    		0.1 ms

  





  

    		2023-01-24 03:44:58.204834

    		0.9 ms

  





  

    		2023-01-24 04:45:01.36549

    		-1.2 ms

  





  

    		2023-01-24 05:45:03.254248

    		-0.6 ms

  





  

    		2023-01-24 06:45:06.111952

    		0.3 ms

  





  

    		2023-01-24 07:45:08.669827

    		0.3 ms

  





  

    		2023-01-24 08:45:12.08914

    		0.8 ms

  





  

    		2023-01-24 09:45:14.944147

    		0.8 ms

  





  

    		2023-01-24 10:45:16.948174

    		-0.1 ms

  





  

    		2023-01-24 11:45:19.869043

    		0.6 ms

  





  

    		2023-01-24 12:45:21.777741

    		0.0 ms

  





  

    		2023-01-24 13:45:23.165898

    		-0.2 ms

  





  

    		2023-01-24 14:45:25.87951

    		-0.5 ms

  





  

    		2023-01-24 15:45:27.820107

    		0.7 ms

  





  

    		2023-01-24 16:45:29.508453

    		1.1 ms

  





  

    		2023-01-24 17:45:31.505978

    		-0.2 ms

  





  

    		2023-01-24 18:45:34.838984

    		-0.1 ms

  





  

    		2023-01-24 19:45:38.123683

    		-1.4 ms

  





  

    		2023-01-24 20:45:41.975444

    		-0.9 ms

  





  

    		2023-01-24 21:45:45.691964

    		-1.9 ms

  





  

    		2023-01-24 22:45:49.012248

    		0.5 ms

  





  

    		2023-01-24 23:45:52.16458

    		0.3 ms

  





  

    		2023-01-25 00:45:55.790894

    		-0.4 ms

  





  

    		2023-01-25 01:45:58.906793

    		-1.1 ms

  





  

    		2023-01-25 02:46:02.394195

    		-1.4 ms

  





  

    		2023-01-25 03:46:05.572124

    		-1.9 ms

  





  

    		2023-01-25 04:46:08.177012

    		-0.3 ms

  





  

    		2023-01-25 05:46:11.860769

    		0.2 ms

  





  

    		2023-01-25 06:46:13.403047

    		0.9 ms

  





  

    		2023-01-25 07:46:16.306268

    		-0.5 ms

  





  

    		2023-01-25 08:46:17.899671

    		-0.9 ms

  





  

    		2023-01-25 09:46:20.049728

    		-0.5 ms

  





  

    		2023-01-25 10:46:22.014482

    		-0.7 ms

  





  

    		2023-01-25 11:46:24.615933

    		1.0 ms

  





  

    		2023-01-25 12:46:26.03686

    		-1.2 ms

  





  

    		2023-01-25 13:46:27.969817

    		-0.6 ms

  





  

    		2023-01-25 14:46:30.141489

    		-1.1 ms

  





  

    		2023-01-25 15:46:32.253302

    		-0.3 ms

  





  

    		2023-01-25 16:46:34.192655

    		-2.4 ms

  





  

    		2023-01-25 17:46:36.370409

    		0.2 ms

  





  

    		2023-01-25 18:46:37.960024

    		1.1 ms

  





  

    		2023-01-25 19:46:40.763768

    		1.5 ms

  





  

    		2023-01-25 20:46:44.573293

    		-0.6 ms

  





  

    		2023-01-25 21:46:47.116134

    		-0.4 ms

  





  

    		2023-01-25 22:46:48.873551

    		-0.3 ms

  





  

    		2023-01-25 23:46:52.476968

    		-0.3 ms

  





  

    		2023-01-26 00:46:56.091751

    		-0.1 ms

  





  

    		2023-01-26 01:46:58.713691

    		0.3 ms

  





  

    		2023-01-26 02:47:01.514476

    		-0.1 ms

  





  

    		2023-01-26 03:47:04.555447

    		1.2 ms

  





  

    		2023-01-26 04:47:06.362971

    		-0.8 ms

  





  

    		2023-01-26 05:47:08.034532

    		-0.7 ms

  





  

    		2023-01-26 06:47:10.170251

    		-0.7 ms

  





  

    		2023-01-26 07:47:13.192601

    		1.8 ms

  





  

    		2023-01-26 08:47:14.695162

    		0.2 ms

  





  

    		2023-01-26 09:47:16.491951

    		0.5 ms

  





  

    		2023-01-26 10:47:18.796375

    		0.1 ms

  





  

    		2023-01-26 11:47:21.118075

    		-0.6 ms

  





  

    		2023-01-26 12:47:23.957561

    		0.6 ms

  





  

    		2023-01-26 13:47:26.07791

    		2.0 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-01-26 14:08:51.729 UTC

    		104.28.31.65

    		Frans Stoops (FS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-01-26 14:10:14.138 UTC

    		104.28.31.65

    		Frans Stoops (FS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-13 10:27:19 UTC.

  

  

    		2023-01-26 14:10:45.383 UTC

    		185.216.152.204

    		Sven-Erik Rasmusson (SR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-01-26 14:12:04.148 UTC

    		185.216.152.204

    		Sven-Erik Rasmusson (SR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-13 10:27:18 UTC.

  

  

    		2023-01-26 14:21:28.288 UTC

    		104.28.45.54

    		Niclas Röhr (NR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-01-26 14:22:28.095 UTC

    		104.28.45.54

    		Niclas Röhr (NR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-13 10:27:19 UTC.

  









